REQUEST FOR PROPOSAL (RFP)

THIRD PARTY ADMINISTRATOR
FOR
THE STATE EMPLOYEE CAMPAIGN
FOR CHARITABLE GIVING

STATE OF CONNECTICUT
OFFICE OF THE STATE COMPTROLLER
55 ELM STREET
HARTFORD, CT 06106-1775




State of Connecticut, Office of the State Comptroller
RFP — Campaign Management Organization

I.  OBJECTIVE AND BACKGROUND

The State of Connecticut, Office of the State Comptroller (the “OSC”) is seeking proposals from
qualified organizations to provide operational management in the administration of the State of
Employee Campaign for Charitable Giving (the “Campaign”). The State Comptroller is
authorized pursuant to Conn. Gen. Stat. §5-262 to contract with a third-party administrator to
administer the Campaign.

The Campaign is an annual workplace giving campaign that allows Connecticut State Employees
and Retirees the opportunity to contribute to non-profit charities at the workplace through the
convenience of payroll deduction. There are approximately 70,000 active state employees and
approximately 60,000 state retirees who are eligible to participate each year.

The State Employee Campaign Committee (the “Committee’), which is made up of current state
employee and public officials or their designees, is responsible for the overall coordination of the
Campaign, approval of campaign materials and ensuring compliance by charitable organizations
with all applicable state regulations.

In addition, the State Comptroller is responsible for the general supervision over all operations of
the Campaign, including the authority to audit, investigate and provide reports on the campaign’s
participating charities to ensure compliance with applicable laws and regulations that govern the
campaign.

The contract period will commence on or about June 1, 2017 and expire on May 31, 2020.
Il. SCOPE OF SERVICE

The intent of this Request for Proposal (“RFP”) is to obtain proposals from qualified
organizations to manage all aspects of the Campaign under the guidance of the Committee and
the Comptroller. Proposals submitted will need to demonstrate that the organization is qualified
to do the following:

a. Operational Responsibilities: The selected Third Party Administrator (“TPA”)
will be responsible for planning and managing the operations of the Campaign.
Specific responsibilities include:

i. Recommending pledge goals;

il. Developing and recommending the Campaign budget;

iii. Preparing materials for distribution to all eligible State employees and
retirees, including pledge forms both paper and online;

iv. Creating public announcements, including web based communications,
and coordinating relationships in promotion of the campaign;

v. Organizing fundraising events, kickoff events and thank you events as
well as any other events deemed appropriate by the TPA in consultation
with the Committee;

vi. Training Campaign volunteers;
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vii. Maintain an office/location in Connecticut;
viii. Providing clerical and other administrative support to the Committee as it
pertains to Campaign operations; and
ix. Evaluating Campaign operations in order to recommend appropriate
improvements for succeeding years.

b. Fiscal Responsibilities: The selected TPA will be responsible for managing all
Campaign finances including:
i. Preparing a budget based on projected expenses
ii. Handling Campaign receipt collection, accounting and distribution;
iii. Reconciliation of pledges and donations;
iv. Maintaining separate bank accounts for managing income and expenses of
the Campaign;
v. Submission/receipt of payroll deduction information via a secure method
to the Comptroller;
vi. Allocating undesignated contributions;
vii. Preparing periodic and final fund statements; and
viil. Providing access for and support to an independent auditor.

c. Marketing/Communication Responsibilities: The selected TPA will be
responsible for ensuring sufficient communication between the TPA, the
Committee, the Comptroller, and volunteers to ensure appropriate management of
the Campaign. This includes:

i. The timely identification and resolution of issues pertaining to the
Campaign;

il. Developing agendas for Committee meetings in consultation with the
Committee;

1ii. Prepare and distribute materials, including but not limited to directories,
pamphlets, flyers, posters, content for electronic and print communications
for distribution to State employees and retirees;

iv. Developing, maintaining and providing technical assistance for a
Campaign website and appropriate social media platforms that regularly
update employees and retirees with current information on Campaign
progress; and

v. Developing and maintaining an online giving portal.

I11.  SELECTION CRITERIA

The evaluation committee will evaluate organizations on the basis of their written
responses to this RFP and possibly oral interviews. Additional written information may be
requested by the OSC. The goal of the evaluation will be to select the best combination of
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qualifications, relevant experience and cost. The evaluation committee will also consider the
following non-exclusive factors in making the determination:

e Scope of Service: Demonstrated ability to meet and/or exceed all requirements (40
points)

e Credentials and Experience: Credentials and experience of organization and key
personnel in providing operational management of state employee campaigns to similar
campaigns (30 points)

e Work Plan: Provide a comprehensive Work Plan that gives ample description and detail
as to how it proposes to meet the overall requirement of managing a successful campaign.
(15 points)

e Cost Proposal (15 points)

IV. SELECTION PROCESS AND SCHEDULE

Request for Proposal Questions and Response Phase:

May 10, 2017 Release of RFP by OSC

May 16, 2017 Questions, if any, due at osc.rfp@ct.gov

May 19, 2017 Answers to vendor questions released

May 26, 2017 Proposals due at Administrative Services Division

Proposal Review and Proposer Selection Schedule:

June 1 & 2, 2017 Finalist Interviews, if necessary — Proposers must hold dates
June 9, 2017 Proposer Selection
V. PROPOSAL SUBMISSION REQUIREMENTS

A. Proposal Questions

From the date the OSC issues this RFP until the date that it awards the Contract to the
successful proposer, interested parties should not contact any employee of the State of
Connecticut for additional information concerning this RFP, except in writing via email to
the following address: osc.rfp@ct.gov. Interested organizations should submit questions no
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later than May 16, 2017. Late questions may not receive answers. The Comptroller will
answer all questions on behalf of the OSC only in the form of one or more addenda to this
RFP and will post them on the OSC’s website at http://www.osc.ct.gov/vendor/index.html.

B. Sealed Proposals

An authorized agent for the organization with authority to negotiate and contractually
bind the organization must sign the proposal; such individual’s title, address, and telephone
number must also be provided. The organization must submit one original, one unbound,
plus ten (10) copies of both their business proposal and their cost proposal in a sealed
envelope or _carton upon which a clear indication has been made of the RFP reference
title and the date and time the proposal is submitted.

Hard copies must also be accompanied by electronic PDF format on USB flash drive or
CD. Proposers are also required to submit two CD copies of the redacted proposal if
applicable.

O may send the proposal by courier or overnight delivery service or deliver in person to
the address below, arriving no later than May 26, 2017 at 3:00 p.m. local time. To avoid
any delivery issues, proposals sent by U.S. Postal Service must arrive before 3:00 p.m. on the
day prior to the due date. Proposals will not be publicly opened on the due date. Proposals
received after the stated time herein may not be accepted. Postmark dates will not be
considered as the basis for meeting any submission deadlines.

Proposals are to be submitted to:

STATE OF CONNECTICUT
Office of the State Comptroller
Administrative Services Division
55 Elm Street

Hartford, CT 06106

Attention: Sarah Ormerod

C. Information Required in the Proposal:

a. Provide the information requested below on the title page:

Name of Organization
Business Location
Mailing Address
Telephone Number
E-mail Address
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e Federal Employer ID Number / Social Security Number

The proposing organization must designate an authorized representative and one
alternate who may speak and act on behalf of the organization in all dealings with
the OSC, if necessary. Provide the following information for each individual:

e Names
e Telephone Numbers

e Normal Hours of Work

b. Transmittal Letter

A transmittal letter must accompany all proposals. A corporate officer or person
who is authorized to represent the company must sign this letter. A letter of
transmittal must meet the following requirements:

1. Identify the submitting organization;

ii. Explicitly indicate unequivocal acceptance of all of the requirements of
this RFP and acknowledge receipt of any and all amendments to this RFP;

iii. Bear the signature of the person with the requisite power and authority to
submit and deliver the proposal and subsequently to enter into, execute
and deliver and perform on behalf of the firm any contract or agreement
with the OSC.

iv. Explicitly warrant, represent and certify the following requirements have
been met in connection with the RFP:

1. The fees and costs proposed have been arrived at independently,
without consultation, communication, or agreement for the purpose
of restricting competition as to any matter relating to such process
with any other organization or with any competitor.

2. Unless otherwise required by law, the costs quoted have not been
knowingly disclosed by the firm prior to the deadline for
submission of proposals directly or indirectly to any other
organization or to any competitor; and

3. No attempt has been made, or will be made, by the firm to induce
any other person or firm to submit or not to submit a proposal for
the purpose of restricting completion.
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v. Explicitly represent that no elected or appointed official or employee of
the State of Connecticut had benefited or will benefit financially or
materially from any contract or agreement executed in connection with
this RFP. Any contract or agreement executed in connection with this
RFP may be terminated by the OSC if it is determined that gratuities of
any kind were either offered to, or received by, any state officials or
employees from the firm, the law firm’s agent(s), representative(s) or
employee(s). Such action on the part of the OSC shall not constitute a
breach of contract on the part of the OSC.

c. Table of Contents

The Table of Contents should reference all materials required by this RFP and any
additional information or material the organization wishes to supply.

d. Executive Summary

Organizations submitting proposals must provide an Executive Summary. This is
to permit the Proposer to briefly summarize the most important aspects of each
section of the Proposal. The Executive Summary must provide a high-level
overview of the Proposal. The Proposer must summarize its understanding of the
objectives of the OSC in issuing this RFP, the intended results of the services, the
scope of work, and any issues which need to be addressed. Specifically the
Executive Summary should outline the proposing organizations experience in the
management and operation of an extensive workplace campaign.

The organization submitting a proposal in response to this RFP shall have
demonstrated administrative capability to manage and operate an extensive
workplace giving campaign. This would include information regarding the
organizations experience in providing management and technical assistance to a
workplace giving campaign.

e. Credentials and related experience

i. Provide a brief history and description of your firm/company. Include
information regarding experience in the management and operation of an
extensive workplace campaign.

il. Provide information demonstrating that your organization has significant
fundraising experience as demonstrated by having managed employee
campaigns that are comparable to the one described in this RFP. Related

6| PAGE



State of Connecticut, Office of the State Comptroller
RFP — ACA Consulting Services

experience should include information on competency, proven track
record

1ii.  Provide names and contact information of three (3) client references for
which you have performed services reasonably comparable to those
sought in this RFP. At least two (2) references should be a campaign that
is comparable in size to the one described in this RFP.

f. Demonstrated ability to meet all requirements

i. Describe how your organization will meet each of the requirements listed
in Section Il “Scope of Service” as it pertains to:

1. Operational Responsibilities;
2. Fiscal Responsibilities; and
3. Marketing/Communications Responsivities.

g. Cost of Services

i. Provide a breakdown of fees associated with implementation, reporting
and ongoing administration.

1i. Detail available service enhancements and the associated costs.

h. State of Connecticut Contract Terms and Conditions

i. If you find any terms or provisions of the proposed draft contract, attached
hereto as Appendix A , unacceptable, identify the term, explain why it is
unacceptable, and state whether failure to modify this term would result in
the firm’s failure to execute a contract in this matter.

D. Conformity and Completeness of Proposals

a. To be considered acceptable, proposals must be complete and conform to all
material RFP instructions and conditions. The Attorney General's Office, in its
sole discretion, may reject in whole or in part any proposal if in its judgment the
best interests of the State will be served.

b. Concise answers are encouraged. Responses should be prepared on 8 /2 x 11 inch
paper using at least 12 point type with standard margins.

c. The submission of proposals shall constitute, without any further act required of
the proposers or the OSC, acceptance of the requirements, administrative
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stipulations, and all of the terms and conditions of this RFP. Proposals must
reflect compliance with such requirements. Failure of the proposal to so comply
may result in the OSC’s rejection of the proposal. The OSC will reject any
proposal that deviates materially from the specifications, terms or conditions of
this RFP. Proposers submitting proposals with any minor or immaterial
deviations must identify and fully justify such deviations in order for the OSC to
consider their proposal.

d. No additions or changes to any proposal will be allowed after the proposal due
date, unless the OSC specifically requests such modifications. The OSC may, at
its option, seek proposer retraction and/or clarification of any discrepancy or
contradiction found during the review of the proposals.

E. Submission of Proposals:

To be considered, all submissions must contain the following information:

a. All proposals must address all the requirements listed in the prescribed order in
Section VI;

b. All information and completed forms attached to this RFP;
c. The following completed forms:

i. Agency Vendor Form (SP-26NB), available at:
http://das.ct.gov/Purchase/Info/Vendor_Profile Form (SP-26NB).pdf

ii. W-9 Form, available at: http://www.irs.gov/pub/irs-pdf/fw9.pdf

iii. “BizNet”

The Connecticut Department of Administrative Services (“DAS”) requires
that all firms seeking to do business with the State create a business profile
on the DAS Business Network (“BizNet”) system. Additional required
forms as described below must be submitted to or on file with the Biznet
system by the deadline for submission of proposals. Paper or electronic
copies need not be provided with the submission to the OSC's office.

Firms create an account on BizNet by using the following link:
https://www.biznet.ct.2ov/AccountMaint/Login.aspx.

Once your firm creates an account, login and select “CT Procurement” and
then “Company Information” for access. If you experience difficulty
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establishing or otherwise managing your firm's account, please call DAS
at 860-713-5095.

DAS has implemented the requirement to create a BizNet account to make
doing business with the State of Connecticut more business friendly.

One benefit to using BizNet is that it eliminates certain redundancies, such
as the former requirement to complete and submit forms even though the
forms had been recently submitted in response to another Request for
Proposals.

In addition to eliminating redundancy, BizNet has automated the
completion and submission of required Ethics Affidavits and Non
Discrimination forms. Firms must now upload these forms electronically
to their BizNet account and update them on an annual basis, rather than
submitting paper copies with each proposal. Firms will have the ability to
view, verify and update their information, by logging in to their BizNet
account, prior to submitting responses to an RFP.

For information about how to upload the Ethics Affidavits and Non-
Discrimination forms please access the following page:
http://das.ct.gov/images/1090/Upload%20Instructions.pdf

1. ETHICS AFFIDAVITS

The following Ethics Forms must be signed, dated, notarized,
uploaded or updated on BizNet. To obtain these forms, you must
login to Biznet and follow the instructions referenced above.

a. OPM Ethics Form 1: Gift & Campaign Contribution
Certification;

b. OPM Ethics Form 5: Consulting Agreement Affidavit; and

c. OPM Ethics Form 6: Affirmation of Receipt of State
Ethics Laws Summary

For information on how to complete these forms, please access the
Office of Policy and Management website by using the following
link:
http://www.ct.gov/opm/cwp/view.asp?a=2982&q=386038&opmN
AV_GID=1806
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2. NON-DISCRIMINATION CERTIFICATION

Choose one (1) of the forms listed below that applies to your
business. Complete and upload or update the form on Biznet
annually. To obtain a copy of these forms, you must login to
Biznet and follow the instructions referenced above.

a. Form A: Representation by Individual (Regardless of
Value; or

b. Form B: Representation by Entity (Valued at $50,000 or
less); or

c. Form C: Affidavit by Entity (Valued at $50,000 or more);
or

d. Form D: New Resolution by Entity; or
e. Form E: Prior Resolution by Entity

For information on how to complete these forms, please access the
Office of Policy and Management website by using the following
link:
http://www.ct.gov/opm/cwp/view.asp?a=2982&q=390928&opmN
AV_GID=1806

3. COMMISSION ON HUMAN RIGHTS AND
OPPORTUNITIES (*CHRO”) WORKPLACE ANALYSIS
AFFIRMATIVE ACTION REPORT/EMPLOYMENT
INFORMATION FORM

The CHRO  Workplace Analysis  Affirmative  Action
Report/Employment Information must be completed in BizNet and
updated as necessary. You must login to Biznet and follow the
Instructions referenced above.

For information on how to complete these forms you may contact
Diane Comeau at Diane.Comeau(@ct.gov for assistance.
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VIlI. AMENDMENT OR CANCELLATION OF THIS RFP

The OSC reserves the right to cancel, amend, modify or otherwise change this RFP at any
time if it deems it to be in the best interest of the State to do so.

VIIl. PRESENTATION OF SUPPORTING EVIDENCE

Proposers must be prepared to provide evidence of experience, performance, ability,
financial resources or other items as the OSC deems to be necessary or appropriate
concerning the performance capabilities represented in their proposals.

IX.  MISREPRESENTATION OR DEFAULT

The OSC may reject the proposal and void any award resulting from this RFP to a firm
which makes any material misrepresentation in its proposal or other submittal in connection
with this RFP.

X. ERRORS

The OSC reserves the right to correct clerical or administrative errors that may be made
during the evaluation of proposals or during the negotiation of the contract and to change the
contract award accordingly. In addition, the OSC reserves the right to re-evaluate proposals and
the award of the contract in light of information either not previously known or otherwise not
properly having been taken into account prior to contract award. In any case, this may include, in
extreme circumstances, revoking the awarding of the contract already made to a firm and
subsequently awarding the contract to another firm. Such action on the part of the OSC shall not
constitute a breach of contract on the part of the OSC since the contract with the initial firm
would be deemed void and of no effect as if no contract ever existed between the OSC and such
firm. The OSC may waive minor irregularities found in proposals or allow the proposer to
correct them, depending on which is in the best interest of the State. “Minor irregularities” means
typographical errors, informalities that are matters of form rather than substance and evident
from the proposal itself, and insignificant mistakes that can be waived or corrected without
prejudice to other proposers, as determined in the discretion of the OSC.

XIl. OWNERSHIP OF PROPOSALS
All proposals shall become the sole property of the State and will not be returned.

XIl. EXECUTION OF CONTRACT AND RELATED REQUIREMENTS

A. This RFP is not a contract and, alone, shall not be interpreted as such. Rather, this
RFP only serves as the instrument through which proposals are solicited. Once the
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evaluation of the proposals is complete and a firm is selected, the selected proposal and
this RFP may then serve as the basis for a contract that will be negotiated and executed
between the OSC, and the selected firm. If the OSC and the initial selected firm fail to
reach agreement on all issues relative to the contract within a time determined solely by
the OSC, then the OSC may commence and conclude contract negotiations with other
proposers. The OSC may decide at any time to start this RFP process again.

B. Conn. Gen. Stat. § 4-252 requires that this RFP include a notice of the
certification requirements described in this statute. Accordingly, pursuant to this statute,
firms are notified as follows:

n.n n.n

1. The terms "gift," "quasi-public agency," "state agency," "large state
contract," "principals and key personnel" and "participated substantially" as used
in this section shall have the meanings set forth in this statute.

2. No state agency or quasi-public agency shall execute a large state contract
unless the state agency or quasi-public agency obtains the written certifications
described in this section. Each such certification shall be sworn as true to the best
knowledge and belief of the person signing the certification, subject to the
penalties of false statement.

3. The official of the person, firm or corporation awarded the contract, who
is authorized to execute the contract, shall certify on such forms as the State shall
provide:

a) That no gifts were made between the date that the state agency or
quasi-public agency began planning the project, services, procurement,
lease or licensing arrangement covered by the contract and the date of
execution of the contract, by:
(1) such person, firm, corporation;
(2) any principals and key personnel of the person, firm or
corporation, who participated substantially in preparing the bid or
proposal or the negotiation of the contract; or
3) any agent of such person, firm, corporation or principals
and key personnel, who participated substantially in preparing the
bid or proposal or the negotiation of the contract, to:
(a) any public official or state employee of the state
agency or quasi-public agency soliciting bids or proposals
for the contract, who participated substantially in the
preparation of the bid solicitation or request for proposals
for the contract or the negotiation or award of the contract;
or
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(b) any public official or state employee of any other
state agency, who has supervisory or appointing authority
over such state agency or quasi-public agency;

b) That no such principals and key personnel of the person, firm or
corporation, or agent of such person, firm or corporation or principals and
key personnel, knows of any action by the person, firm or corporation to
circumvent such prohibition on gifts by providing for any other principals
and key personnel, official, employee or agent of the person, firm or
corporation to provide a gift to any such public official or state employee;
and

C) That the person, firm or corporation made the bid or proposal
without fraud or collusion with any person.

4. Any bidder or proposer that does not make the certifications required
under this section shall be disqualified and the state agency or quasi-public
agency shall award the contract to the next highest ranked proposer or the next
lowest responsible qualified bidder or seek new bids or proposals.

C. Section 4a-81 of the Connecticut General Statutes requires that this RFP include a
notice of the consulting affidavit requirements described in the statute. Accordingly,
pursuant to the statute, vendors are notified as follows:

1. No state agency shall execute a contract for the purchase of goods or
services, which contract has a total value to the state of fifty thousand dollars or
more in any calendar or fiscal year, unless the state agency obtains the written
affidavit described in subsection (ii) of this section.

2. The chief official of the vendor awarded a contract described in this
section or the individual awarded such contract who is authorized to execute such
contract, shall attest in an affidavit as to whether any consulting agreement has
been entered into in connection with such contract. Such affidavit shall be
required if any duties of the consultant included communications concerning
business of such state agency, whether or not direct contact with a state agency,
state or public official or state employee was expected or made. "Consulting
agreement" means any written or oral agreement to retain the services, for a fee,
of a consultant for the purposes of (1) providing counsel to a contractor, vendor,
consultant or other entity seeking to conduct, or conducting, business with the
State, (2) contacting, whether in writing or orally, any executive, judicial, or
administrative office of the state, including any department, institution, bureau,
board, commission, authority, official or employee for the purpose of solicitation,
dispute resolution, introduction or requests for information or (3) any other
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similar activity related to such contract. "Consulting agreement" does not include
any agreements entered into with a consultant who is registered under the
provisions of Chapter 10 of the Connecticut General Statutes concerning the
State's Codes of Ethics, as of the date such affidavit is submitted.

3. Such affidavit shall be sworn as true to the best knowledge and belief of
the person signing the certification on the affidavit and shall be subject to the
penalties of false statement.

4, Such affidavit shall include the name of the consultant, the consultant's
firm, the basic terms of the consulting agreement, a brief description of the
services provided, and an indication as to whether the consultant is a former state
employee or public official. If the consultant is a former state employee or public
official, such affidavit shall indicate his or her former agency and the date such
employment terminated.

5. The Office of Policy and Management (“OPM”) has provided OPM Ethics
Form 5 to satisfy the requirements of this statute. Accordingly, the firm must
deliver this Form 5, available through BizNet as described in this section (C),
together with its proposal and then deliver an updated Form 5 dated the date that
the firm executes the contract. Such affidavit shall be amended whenever the
vendor awarded the contract enters into any new consulting agreement during the
term of the contract.

6. If a vendor refuses to submit the affidavit required under this section, then
the OSC shall not award the contract to such vendor and shall award the contract
to the next highest ranked vendor or the next lowest responsible qualified bidder
or seek new bids or proposals.

7. This section is set forth here only for purposes of providing notice of the
requirements of Section 4a-81 of the Connecticut General Statutes. Accordingly,
it is neither intended nor should it be interpreted nor relied upon to be a complete
and full reiteration of the Act's contents. Any interpretation or understanding of
Section 4a-81 of the Connecticut General Statute’s requirements or content by
any party must come only from reading the full text of Section 4a-81 of the
Connecticut General Statutes itself.

D. Pursuant to Governor M. Jodi Rell's Executive Order No. 1, paragraph 8, and
Governor M. Jodi Rell's Executive Order No. 7C, paragraph 10(a), contractors executing
state contracts with a value to the State of $50,000 or more in a calendar or fiscal year
shall execute a Gift and Campaign Contribution Certification (OPM Ethics Form 1)
contemporaneously with the contract certifying that between the planning and start date
and the execution date, neither the contract signatory nor extensively and substantially in
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the preparation of the proposal or in the negotiation of the contract gave a contribution to
candidates for statewide public office or the General Assembly. The firm must execute
the Contract and this Form 1 through the BizNet system as explained in Section IlI,
above, and update the form at least annually. Contractors are then required to submit a
contract certification annually to update previously submitted certification forms for state
contracts. Contractors must use the Gift and Campaign (OPM Ethics Form 1) for this

purpose.

E. Pursuant to Connecticut General Statutes§§ 4a-60(a)(1) and 4a-60a(a)(l), as
amended by Public Act 07-245 and Sections 9 and 10 of Public Act 07-142, every
contractor is required to provide the State with documentation in the form of a company
or corporate policy adopted by resolution of the board of directors, shareholders,
managers, members or other governing body of such contractor to support the
contractor's nondiscrimination agreements and warranties which are included in such
contractor's contract pursuant to said statutes. The applicable certification form must be
completed and submitted through the BizNet system, as explained herein and updated at
least annually.

XI1l. ORAL AGREEMENT OR ARRANGEMENTS

Any alleged oral agreements or arrangements made by firms with the OSC will be
disregarded in any proposal evaluation or associated award.

XIV. SUBLETTING OR ASSIGNING OF CONTRACT

The contract or any portion thereof, or the work provided for therein, or the right, title, or
interest of the firm therein or thereto may not be sublet, sold, transferred, assigned or otherwise
disposed of to any person or entity without the prior written consent of the OSC. No person or
entity, other than the firm to which the contract was awarded, is permitted to perform work
without the prior written approval of the OSC.

XV. FREEDOM OF INFORMATION ACT AND CONFIDENTIAL INFORMATION

A. All proposals submitted in response to this RFP are to be the sole property of the
OSC, subject to the terms of the Connecticut Freedom of Information Act (FOIA) and its
corresponding rules, regulations, and interpretations. Those particular sentences,
paragraphs, pages, or sections that the proposer believes are proprietary or confidential in
nature, and therefore exempt from disclosure under the FOIA, must be specifically
identified as such. If the Proposer indicates that certain documentation is submitted in
confidence, by specifically and clearly marking said documentation as CONFIDENTIAL,
the OSC will endeavor to keep said information confidential to the extent permitted by
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law. The OSC, however, has no obligation to initiate, prosecute, or defend any legal
proceeding or to seek a protective order or other similar relief to prevent disclosure of
any information that is sought pursuant to a FOIA request. The proposer will have the
burden of establishing the FOIA exemption in any proceeding where it is an issue. In no
event will the OSC or the State have any liability for the disclosure of any documents in
its possession which the OSC believes are required to be disclosed pursuant to the FOIA
or other requirements of law.

B. The OSC expects that a proposer will in good faith mark only sentences,
paragraphs, sections, or pages that qualify as proprietary or confidential under the FOIA.
Without waiving the proposal due date and time noted in this RFP, the OSC reserves the
right to return any proposals having the majority of their pages marked as confidential or
proprietary back to the proposer for compliance with this section.

C. With regard to the above Paragraph referring to the Freedom of Information Act
and Confidential Information, the proposer will submit two (2) copies of a CD of its
entire proposal (including all attachments) in a PDF format with: (1) all confidential and
proprietary information redacted; (2) a description of those particular sentences,
paragraphs, pages or sections that the Proposer believes are exempt from disclosure under
the FOIA; and (3) an explanation and rationale sufficient to justify each exemption. The
Division will submit a copy of the CD containing the redacted proposal as necessary in
response to any relevant FOIA request it receives with regard to this RFP. Failure to
provide such a CD will signify the Proposer’s agreement with the disclosure of all
submitted information relative to a FOIA request.

XVI. AFFIRMATIVE ACTION

The contract to be awarded is subject to contract compliance requirements mandated by
Sections 4a-60 and 4a-60a of the Connecticut General Statutes; and, when the awarding agency
is the State, Sections 46a-71(d) and 46a-81i(d) of the Connecticut General Statutes. There are
Contract Compliance Regulations, codified at Section 46a-68j-21 through 43 of the Regulations
of Connecticut State Agencies, which establish a procedure for awarding all contracts covered by
Sections 4a-60 and 46a-71(d) of the Connecticut General Statutes. According to Section 46a-68j-
30(9) of the Contract Compliance Regulations, every agency awarding a contract subject to the
contract compliance requirements has an obligation to consider certain factors when reviewing
the Proposer’s qualifications under the contract compliance requirements. By submitting a bid,
the Proposer is acknowledging that it has reviewed the applicable statutes and regulations as
noted above and is aware of the factors that will be considered by the OSC in this area. More
information about the State of Connecticut's Contract Compliance requirements is available on
the Commission on Human Rights and Opportunities' web site at www.state.ct.us/chro under
"Contract Compliance." The Proposer must complete and submit the CHRO’s Workforce
Analysis Affirmative Action Report-State Proposers form (attached) with the proposal.
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XVII.CONFORMANCE WITH FEDERAL, STATE AND OTHER REQUIREMENTS

In the contract, the firm will represent and warrant that, at all pertinent and relevant times
to the contract, it has been, is and will continue to be in full compliance with all Federal, State,
municipal or other governmental department, commission, OSC, bureau, agency or
instrumentality, codes, statutes, acts, ordinances, judgments, decrees, injunctions and regulations.

XVIII. EXECUTIVE ORDERS
The Contract shall be subject to the provisions of Executive Order No. Three of
Governor Thomas J. Meskill, promulgated June 16, 1971, the provisions of  Executive

Order No. Seventeen of Governor Thomas J. Meskill, promulgated February 15, 1973, and the
provisions of Executive Order No. Sixteen of Governor John G. Rowland promulgated August 4,
1999. The contract may also be subject to Executive Order No. 7C of Governor M. Jodi Rell,
promulgated July 13, 2006, concerning contracting reforms, in accordance with its terms and
conditions.

XIX. AMERICANS WITH DISABILITIES ACT

The firm shall comply with the Americans with Disabilities Act and any other
applicable federal laws and regulations.

XX. CAMPAIGN CONTRIBUTION AND SOLICITATION BAN

With regard to a State contract, as defined in Conn. Gen. Stat. § 9-612, having a
value in a calendar year of $50,000 or more or a combination or series of such
agreements or contracts having a value of $100,000 or more, the authorized signatory to
the proposal in response to this RFP expressly acknowledges receipt of the State
Elections Enforcement Commission's notice advising prospective state contractors of
state campaign contribution and solicitation prohibitions as found at
http://www.ct.gov/seec/lib/seec/forms/contractor reporting /seec form 10 final.pdf as it
may be revised from time to time as noted on the website of the Connecticut State
Election Enforcement Committee found at http://www.ct.gov/seec/site/default.asp and
will inform its principals of the contents of the notice.
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APPENDIX A

STANDARD CONTRACT TERMS AND CONDITIONS
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AGREEMENT
BY AND BETWEEN

THE STATE OF CONNECTICUT, OFFICE OF THE STATE COMPTROLLER

AND
Pursuant to Connecticut General Statutes Sections , this Agreement (the
“Agreement”) is made and entered into as of , 2015 by and through the State of

Connecticut (the “State”) Office of the State Comptroller (the “Comptroller”) and
(the “Contractor,” and together with the Comptroller and the State, the “Parties”).

WHEREAS, the Comptroller issued a Request for Proposal (the “RFP’’) on ,
to [DESCRIPTION OF RFP]; and

WHEREAS, the Contractor was selected pursuant to the RFP process and has agreed to
provide services to the Comptroller related [DESCRIPTION OF SERVICES TO BE
PROVIDED] as described herein;

NOW THEREFORE, for good and valuable consideration, the receipt and sufficiency of
which the Parties acknowledge, intending to be legally bound, the Comptroller and the
Contractor, hereby agree as follows:

1. DEFINITIONS.

[INSERT DEFINED TERMS]

2. TERM OF AGREEMENT.

A. The term of this Agreement begins , 2015 (the “Effective Date”), and shall
expire the on , or extended by the mutual agreement of the Parties as
described in subsection (b), below.

C. The Parties may agree to extend the Term of the Agreement for a period not to exceed

one (1) year. Any such extension, and related cost and/or pricing, shall be agreed upon
by the Parties and set forth in a written amendment to this Agreement.

3. SCOPE OF SERVICES.

[INSERT SCOPE OF SERVICES]



4. PAYMENT TERMS AND BILLING.

A. Payment

The Comptroller shall pay Contractor for Services actually performed and completed in
an amount not to exceed DOLLARS (US$ .00) in the manner set
forth in Exhibit___ (“Payment Schedule”), and Contractor shall accept such payment as
full compensation for any direct costs or expenses incurred by the Contractor.

B. Billing [STANDARD]

(1) Unless otherwise specified in the Agreement, payment shall be due within forty-
five (45) days after Comptroller’s receipt of a properly completed, undisputed
invoice. Invoices shall include detailed information for Services delivered and
performed.

(i1) In conformity with Connecticut General Statues §41-72, the Comptroller shall
notify the Contractor within ten (10) business days of receiving an invoice, in
writing, of any disputed charges under this Agreement for which the Comptroller
is withholding payment and describe, in reasonable detail, the reason for such
withholding. In no event shall the Comptroller withhold disputed payments or set
off, in aggregate, any amounts in excess of five percent (5%) of the total value of
this Agreement. Upon resolution of the dispute, any disputed amounts owed
Contractor will be paid with interest, in accordance with Connecticut General
Statutes §11-5, at the rate of the lesser of one and one-half percent (1.5%) per
month or the highest rate allowed by law, calculated from the date the amounts
were originally due.

(iii)For all Services to be provided by the Contractor and any Approved
Subcontractors, if any, the Comptroller shall not be obligated to pay any amounts
in addition to the charges payable to the Contractor under this Agreement unless
such amounts are covered by a Change Order.

[INSERT FOR LEGAL SERVICES CONTRACT

(iv) The Comptroller agrees to compensate the Contractor for Services solely in
accordance with the following hourly rate schedule:

[INSERT HOURLY RATE SCHEDULE]

(v) The above rates shall be charged only for actual time spent rendering such
Services; the Contractor shall not “round off” time. The time spent rendering
Services shall be billed to a tenth of an hour within any single workday. The
Comptroller shall not be charged for any other time expended by the Contractor
during travel, overnight stays, or the like associated with the performance of the
Services.



(vi)Billings are to be on a monthly basis. The billings must contain, at a minimum, a
detailed description of the work performed, the date of the performance, the actual
time spent performing the work, the name and position of the person(s) rendering
the Service and the rate charged for the Service. The monthly bill must also be
accompanied by a summary of time and charges billed for each attorney and
paralegal itemized on the invoice.

(vii)  Upon request from the Comptroller, the Contractor must submit a summary
memorandum describing how the Service rendered furthered the resolution of the
matter and the current status of the matter.

(viii) The Comptroller agrees to reimburse the Contractor for actual, necessary and
reasonable out-of-pocket disbursements and expenses, including filing fees, court
costs, computerized research (at cost), commercial messenger and delivery
service (at cost) expert witnesses, consultants, mediators, investigative services,
long distance telephone calls, and transcript or deposition costs.

(ix)The Comptroller shall not reimburse the Contractor for any overhead related
expenses, including, but not limited to, duplicating, secretarial, facsimile (other
than long distance telephone line charges), clerical staff, library staff,
proofreading staff, meals and in-state transportation costs unless they are
otherwise approved by the Comptroller.

(x) The Contractor shall be reimbursed for reasonable expenses for transportation,
parking and reasonable lodging and meals associated with interstate travel,
specifically excluding first class airfare, as approved in advance by the
Comptroller. Reimbursable interstate travel shall not include travel to meet with
staff of the Comptroller and all such meetings shall be conducted in Hartford,
Connecticut, unless otherwise specified by the Comptroller.

(xi)The Contractor shall not be compensated for time spent on background or
elementary legal research or any legal training without prior written consent of the
Comptroller. Charges for legal research must be accompanied by a detailed
description setting forth the purpose of the reassure and summarizing its nature.
Any written material produced as a result of such research shall be available to the
Comptroller at on or before the third business day following the date of his
written request. The Comptroller shall make the final decision in all disputes to
this Agreement under this subsection.

(xii) The Contractor shall not be compensated for time spent in consultation with
any other attorney or other employee of the Comptroller concerning the
administration of this Agreement and/or issues relating to billing. Unless
otherwise authorized by the Comptroller, compensation for communication
between or among attorney’s and/or staff within the Contractor’s firm is limited to
the time and billing rate of the most senior attorney or staff member participating
in the communication. These charges must be accompanied by a detailed
description setting forth the purpose of the communication and summarizing its



details. The Comptroller shall make the final determination, it his sole discretion,
as to the adequacy of such description.

(xiii) Absent the consent of the Comptroller or his designee, the Contractor shall not
be compensated for the attendance or participation of more than one attorney
representing the State at or during any meeting, conference or proceeding, in
person or otherwise, in any forum, in connection with performing the Services.
Where more than one attorney has attended or participated in any such meeting,
conference or proceeding without the consent of the Comptroller or his designee,
the Contractor shall be compensated only for the time of the most senior attorney
in attendance or participating.

(xiv) The Contractor shall not be compensated for the performance of paralegal or
clerical type duties performed by an attorney. Paralegal duties or clerical duties
include, by way of example and not limitation, routine proofreading of pleadings
and other correspondence, preparation of trial or closing binders or notebooks,
photocopying and coordinating the schedules of others.

(xv) The Comptroller shall approve for payment all undisputed fees and costs, as
soon as the documentation can properly be processed in accordance with the usual
State practice.

(xvi) Maximum payment under this Agreement shall not exceed
S ) over the term of the Agreement. |

C. Taxes

To the extent applicable, each Party will be responsible for its own income taxes,
employment taxes, and property taxes. The Parties will cooperate in good faith to
minimize taxes to the extent legally permissible. The State of Connecticut is exempt
from Federal Excise, State and Local Sales Taxes. Each Party will provide to the other
Party any resale exemption, multiple points of use certificates, treaty certification and
other exemption information reasonably requested by the other Party. The Comptroller
will reimburse Contractor for any deficiency relating to taxes that are the Comptroller’s
responsibility under this Agreement.

5. CONTRACTOR RESPONSIBILITIES.

Contractor shall, in addition to any other responsibilities described in this Agreement,
perform the following coincident with performance of this Agreement:

A. Be responsible for the Contractor work force and its subcontractors as they interact with
State employees, and other contractors present at the work site. Employment disputes
which are caused by Contractor's employees' presence on the work site, or other action
under the control of Contractor shall be quickly resolved by Contractor. Employment
disputes amongst the work force of Contractor or its subcontractors shall not be deemed
sufficient cause to any claim by Contractor for additional compensation for loss or



damage nor shall such disputes be deemed sufficient reason to relieve Contractor from
any of its obligations under this Agreement.

B. Contractor's work shall be accomplished by Contractor at a minimum disruption or
interruption to the State's normal business operation. Contractor's responsibility to
perform the Services shall be in conformity with the provisions of this Agreement and
shall not be confined or limited to the normal business hours of the State.

C. Contractor shall be responsible for its obligations under this Agreement whether or not
Contractor performs them. Further, the Comptroller shall consider Contractor to be the
sole point of contact with regard to contractual matters, including payment of any and all
charges resulting from this Agreement. Contractor is totally responsible for adherence by
the Approved Subcontractor(s) to all applicable provisions of the Agreement.

D. Contractor shall keep itself fully informed of and shall, at all times, observe and comply
with all ordinances, regulations, laws, orders and decrees applicable to its business
operations as a Systems Integrator.

E. Provide timely staffing of qualified individuals in accordance with the terms of this
Agreement.

F. Perform its obligations as set forth in in this Agreement in accordance with the time
frames set forth for completion of those obligations.

G. Obtain consent from third parties with whom the Contractor has a contractual relationship
for purposes of providing Services under this Agreement, if the Parties agree it is
required for Comptroller to perform its obligations hereunder.

H. Be responsible for the relationships with third parties with whom Contractor has a
contractual relationship for purposes of providing Services under this Agreement, and
make commercially reasonable efforts to have those parties cooperate with the State.

6. COMPTROLLER RESPONSIBILITIES.

Coincident with Contractor's performance of this Agreement, the Comptroller shall, in
addition to the responsibilities described in the Exhibits and elsewhere in this Agreement,
perform the following tasks:

A. Be responsible for the Comptroller work force as they interact with Contractor employees
and Approved Subcontractors present at the work site. Employment disputes which are
caused by the Comptroller’s employees or other action under the control of Comptroller
shall be quickly resolved by the Comptroller.

B. Supply on-site personnel of the Contractor with suitable office space, desks, storage,
furniture, and other normal office equipment support, adequate computer resources,
telephone and facsimile service, postage, copying, secretarial support, word processing,



and general office supplies which may be necessary in connection with the Contractor's
performance of the Services hereunder. No bailment shall be created and no interest or
obligation shall be conferred upon the Contractor regarding the Comptroller’s property or
the property of the Comptroller’s employees, agents, vendors, or other contractors,
beyond the limited right to use such property in furtherance of this Agreement. All such
property, regardless of its physical location or use, shall be deemed to be in the care,
custody and control of the Comptroller.

Provide timely staffing of qualified individuals in accordance with the terms of this
Agreement and its Exhibits as needed for the successful completion of the Project.

Perform its obligations as set forth in the Agreement in accordance with the time frames
set forth for completion of those obligations.

Obtain consent from third parties with whom the Comptroller has a contractual
relationship if the Contractor notifies the Comptroller it is required for Contractor to
perform its obligations hereunder.

Be responsible for third parties with whom the Comptroller has a contractual relationship
and make reasonable efforts to have those parties cooperate with the Contractor.

REPRESENTATIONS AND WARRANTIES.

The Contractor represents and warrants to the Comptroller that:

A.

it is duly and validly existing under the laws of its respective states of organization and
authorized to conduct business in the State of Connecticut in the manner contemplated by
the Agreement. Further, as appropriate, it have taken all necessary action to authorize the
execution, delivery and performance of the Agreement and have the power and authority
to execute, deliver and perform its obligations under the Agreement;

it will comply with all State and Federal laws and municipal ordinances governing
Contractor and its business operations;

the execution, delivery and performance of the Agreement will not violate, be in conflict
with, result in a breach of or constitute (with or without due notice and/or lapse of time) a
default under any indenture, agreement, document or other instrument to which it is a
party or by which it may be bound;

they are not presently debarred, suspended, proposed for debarment, declared ineligible,
or voluntarily excluded from covered transactions by any governmental entity;

as applicable it has not to the best of its knowledge, information and belief, within the
three years preceding the Agreement, in any of their current or former jobs, been
convicted of, or had a civil judgment rendered against it for commission of fraud or a
criminal offense in connection with obtaining, attempting to obtain, or performing a



transaction or contract with any governmental entity. This includes, but is not limited to,
violation of Federal or state antitrust statutes or commission of embezzlement, theft,
forgery, bribery, falsification or destruction of records, making false statements, or
receiving stolen property;

F. it is not presently indicted for or otherwise criminally or civilly charged by any
governmental entity with commission of any of the offenses listed above;

G. they have disclosed whether one or more contracts with any governmental entity have
been Terminated for Cause or Default that would adversely impact the Contractor’s
ability to perform under this Agreement within the three years preceding the Effective
Date of this Agreement;

H. they have not improperly or illegally paid or agreed to pay any entity or person any fee,
commission, percentage, brokerage fee, gifts, or any other consideration contingent upon
or resulting from the award or making of the Agreement or any assignments made in
accordance with the terms of the Agreement;

I. they are able to perform under the Agreement using their own resources or the resources
of a party who is an Approved Subcontractor;

J. the Contractor shall exercise commercially reasonable efforts to obtain in a written
contract all of the representations and warranties in this section from any Approved
Subcontractor and will notify the Comptroller in writing if such representation and
warranties are not included in a written contract with any Approved Contractor providing
Services under this Agreement.

APPROVAL OF CONTRACTOR KEY PERSONNEL AND SUBCONTRACTORS.

A. Contractor Key Personnel.

Each of the Contractor Key Personnel shall work in the role assigned to him or her as set
forth in Exhibit  (“Key Personnel”) as such Exhibit may be modified from time to time
by mutual agreement of the Parties to meet the requirements of this Agreement. The
Comptroller shall have the right to interview, as deemed necessary, and participate in the
selection of the Contractor Key Personnel, and Contractor shall not designate any Contractor
Key Personnel without the prior written consent of the Comptroller which consent shall not
be unreasonably withheld. However, pending the Comptroller's approval of an individual
proposed by Contractor to be a Contractor Key Personnel, Contractor may designate an
individual to serve in that position on an interim basis. Key Personnel shall be assigned to
this Project for the Key Personnel Assignment Term, as set forth in Exhibit  (“Key
Personnel”), or until their assignment is complete, whichever is earlier.

B. Key Personnel Assignment Term.




Key Personnel shall remain assigned to the Project for the period equal to work required of
said Key Personnel as set forth in Exhibit  (“Key Personnel Assignment Term?”).
During the Key Personnel Assignment Term, Contractor shall not, without the prior written
consent of the Comptroller, which consent shall not be unreasonably denied, reassign that
individual except: (i) if Contractor and the Comptroller mutually determine that the
individual has failed to adequately perform his or her duties; or (ii) if the function or position
is no longer required under the provisions of this Agreement; or (iii) if reasons exist that are
beyond Contractor’s commercially reasonable ability to control.

C. Replacement of Key Personnel.

If any one of the Contractor Key Personnel is reassigned in accordance with the provisions
above; becomes incapacitated; ceases to be employed by Contractor; or leaves the Project for
any reason beyond Contractor’s reasonable control and therefore becomes unable to perform
the functions or responsibilities assigned to him or her, Contractor shall promptly replace
such person with another qualified person approved by the Comptroller.

D. Comptroller Right to Review Subcontractors.

The Comptroller reserves the right to review Subcontractors for this Agreement and all such
approved subcontractors shall be Approved Subcontractors, and to request that Contractor
replace Approved Subcontractors who are found at any time to be reasonably unacceptable.

E. Contractor's Continuing Obligation Regarding Subcontractors.

Contractor shall have the continuing obligation to identify all of its Approved Subcontractors
and, upon request, which shall not be unreasonably made by the Comptroller nor
unreasonably denied by the Contractor, shall provide the Comptroller with copies of its
contracts (financial terms redacted) with Approved Subcontractors.

F. Objections to Assignment of Personnel or Subcontractors.

In the event either the Comptroller or the Contractor has an objection to the assignment of
personnel or a subcontractor, the Comptroller or the Contractor shall file the objection in
writing with the reasons enumerated. The Comptroller and the Contractor shall jointly
consult on corrective action and handle objections on a case-by-case basis. This provision
shall not be deemed to give the Comptroller the right to require Contractor to terminate any
Contractor employee or Approved Subcontractor; it is intended to give the State only the
right to recommend that Contractor discontinue using an employee or Approved
Subcontractor in the performance of Services rendered under this Agreement.

9. AGREEMENT AMENDMENTS.



No amendment to or modification or other alteration of the Agreement shall be valid or
binding upon the Comptroller unless made in writing, signed by both Parties and, if applicable as
solely determined by Comptroller and evidenced by Comptroller’s inclusion of the appropriate
signature block, approved by the Connecticut Attorney General.

10. ASSIGNMENT.

The Contractor shall not assign any of its rights or obligations under the Agreement,
voluntarily or otherwise, in any manner without the prior written consent of the Comptroller
which consent shall not be unreasonably withheld. The Comptroller may void any purported
assignment in violation of this section and declare the Contractor in breach of Agreement. Any
Termination by the Comptroller for a breach is without prejudice to the Comptroller’s or the
State’s rights or possible Claims.

11. TERMINATION.

A. Notwithstanding any provisions in this Agreement, the Comptroller, through a duly
authorized employee, may terminate the Agreement whenever the Comptroller makes a
written determination that such Termination is in the best interests of the State. The
Comptroller shall notify the Contractor in writing of termination pursuant to this section,
which notice shall specify the effective date of termination and the extent to which the
Contractor must complete its existing performance obligations under the Agreement prior
to such date.

B. Upon receipt of a written notice of Termination from the Comptroller, the Contractor
shall cease operations as the Comptroller directs in the notice, and take all actions that are
necessary or appropriate, or that the Comptroller may reasonably direct, for the protection
and preservation of the Records, as this term is defined in the Indemnification Section of
this Agreement. Except for any work which the Comptroller directs the Contractor to
perform in the notice prior to the effective date of Termination, and except as otherwise
provided in the notice, the Contractor shall terminate or conclude all existing
subcontracts and purchase orders and shall not enter into any further subcontracts,
purchase orders or commitments.

C. The Comptroller shall, within forty-five (45) days of the effective date of termination,
reimburse the Contractor for Services rendered by the Comptroller in accordance with
this Agreement, and all actual and reasonable costs incurred after termination in
completing those portions of the Services which the notice required the Contractor to
complete. However, the Contractor is not entitled to receive and the Comptroller is not
obligated to tender to the Contractor any payments for anticipated or lost profits. Upon
request by the Comptroller, the Contractor shall assign to the Comptroller, or any
replacement contractor which the Comptroller designates, all subcontracts, purchase
orders and other commitments, deliver to the Comptroller all Comptroller Records and
other information pertaining to its performance of the Services as necessary to facilitate
the Comptroller or a third party to take over the provisioning of Services, and remove
from State premises, whether leased or owned, all of Contractor’s property, equipment,



waste material and rubbish related to its performance of the Services, all as the
Comptroller may request.

D. Upon termination of the Agreement, all rights and obligations shall be null and void, so
that no Party shall have any further rights or obligations to any other Party, except with
respect to the sections which survive termination. All representations, warranties,
agreements and rights of the Parties under the Agreement shall survive such termination
to the extent not otherwise limited in the Agreement and without each one of them having
to be specifically mentioned in the Agreement.

E. Termination of the Contract pursuant to this section shall not be deemed to be a breach of
contract by the Comptroller.

12. BREACH.

If either Party breaches the Agreement in any material respect, the non-breaching Party shall
provide written notice of such breach to the breaching Party and afford the breaching Party an
opportunity to cure the breach within thirty (30) days from the date that the breaching Party
receives such notice. Such right to cure period shall be extended if the non-breaching Party is
satisfied that the breaching Party is making a good faith effort to cure but the nature of the breach
is such that it cannot be cured within the right to cure period. The notice may include an effective
Agreement termination date if the breach is not cured by the stated date and, unless otherwise
modified by the non-breaching Party in writing prior to the termination date; no further action
shall be required of any Party to effect the termination as of the stated date. If the notice does not
set forth an effective Agreement termination date, then the non-breaching Party may terminate
the Agreement by giving the breaching Party no less than thirty (30) days prior written notice.

13. WAIVER.

A. No waiver of any breach of the Agreement shall be interpreted or deemed to be a waiver
of any other or subsequent breach. All remedies afforded in the Agreement shall be taken
and construed as cumulative, that is, in addition to every other remedy provided in the
Agreement or at law or in equity.

B. A Party’s failure to insist on strict performance of any provision of the Agreement shall
only be deemed to be a waiver of rights and remedies concerning that specific instance of

performance and shall not be deemed to be a waiver of any subsequent rights, remedies
or breach.

14. INDEMNIFICATION.
A. For the purposes of this section the following terms are defined as follows:
(1) “Claims” means all actions, suits, claims, demands, investigations, and

proceedings of any kind, open, pending or threatened, whether mature,
unmatured, contingent, known or unknown, at law or in equity, in any forum.
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(i1) “Contractor Agent” means the Contractor’s members, directors, officers,
shareholders, partners, managers, principal officers, representatives, agents,
servants, consultants, employees, or any one of them or any other person or entity
with whom the Contractor is in privity of an oral or written contract and the
Contractor intends for such person or entity to perform under the Agreement in
any capacity.

(ii1) “Records” means all working papers and such other information and materials as
may be accumulated by the Contractor or Contractor Agents in performing the
Agreement, including but not limited to, documents, data, plans, books,
computations, drawings, specifications, notes, reports, records, estimates,
summaries and correspondence, kept or stored in any form.

B. The Contractor shall indemnify, defend and hold harmless the State and its officers,
representatives, agents, servants, successors and assigns from and against any and all:

(1) Claims arising, directly or indirectly, in connection with the Agreement, including
acts of commission or omission (collectively, the Acts) of the Contractor or
Contractor Agents; and

(i1) Liabilities, damages, losses, costs and expenses, including but not limited to,
attorney’s and other professionals’ fees, arising, directly or indirectly, in
connection with Claims, Acts or the Agreement.

C. The Contractor’s obligations under this section to indemnify, defend and hold harmless
against Claims includes Claims concerning confidentiality of any or all of the proposal or
any Records, any intellectual property rights, other proprietary rights of any person or
entity, copyrighted or un-copyrighted compositions, secret processes, patented or
unpatented inventions or articles furnished or used in the performance of this Agreement.

D. The Contractor shall reimburse the State for any and all damages to the real or personal
property of the State caused by Acts of the Contractor or any Contractor Agents. The
State shall give the Contactor reasonable notice of any such Claims.

E. This section shall survive the Termination of the Agreement and shall not be limited or
expanded by reason of any insurance coverage.

15. FORUM AND CHOICE OF LAW.

The Parties deem the Agreement to have been made in the City of Hartford, State of
Connecticut. Both Parties agree that it is fair and reasonable for the validity and construction of
the Agreement to be, and it shall be, governed by the laws and court decisions of the State of
Connecticut, without giving effect to its principles of conflicts of laws. To the extent that any
immunities provided by Federal law or the laws of the State of Connecticut do not bar an action
against the State, and to the extent that these courts are courts of competent jurisdiction, for the
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purpose of venue, the complaint shall be made returnable to the Judicial District of Hartford only
or shall be brought in the United States District Court for the District of Connecticut only, and
shall not be transferred to any other court, provided, however, that nothing here constitutes a
waiver or compromise of the sovereign immunity of the State of Connecticut. The Contractor
waives any objection which it may now have or will have to the laying of venue of any Claims in
any forum and further irrevocably submits to such jurisdiction in any suit, action or proceeding.

16. FORCE MAJEURE.

The Comptroller and the Contractor shall not be excused from their obligation to perform in
accordance with the Agreement except in the case of Force Majeure events and as otherwise
provided for in the Agreement. In the case of any such Force Majeure exception, the
nonperforming Party shall give immediate written notice to the other, explaining the cause and
probable duration of any such nonperformance. Upon receipt of notice of failure or delay in
performance caused by the Force Majeure, performance time shall be considered extended for at
least a period of time equivalent to the time lost as a result of any such delay.

17. ADVERTISING.

The Contractor shall not refer to sales to the State for advertising or promotional purposes,
including, but not limited to, posting any material or data on the Internet, without the
Comptroller’s prior written approval. Use of Contractor’s name or logos, including a response to
any public or media inquiries, are subject to Contractor’s consent.

18. AMERICANS WITH DISABILITIES ACT.

The Contractor shall be and remain in compliance with the Americans with Disabilities Act
of 1990 (“Act”), to the extent applicable, during the Term of the Agreement. The Comptroller
may terminate the Agreement if the Contractor fails to comply with the Act.

19. DISCLOSURE OF CONTRACTOR PARTIES LITIGATION.

The Contractor shall require that all Contractor Parties, as appropriate, disclose to the
Contractor, to the best of their knowledge, any Claims involving the Contractor Parties that
might reasonably be expected to materially adversely affect their businesses, operations, assets,
properties, financial stability, business prospects or ability to perform fully under the Agreement,
no later than ten (10) Days after becoming aware of any such Claims. Disclosure shall be in
writing.

20. ENTIRETY OF AGREEMENT.

The Agreement is the entire agreement between the Parties with respect to its subject matter,
and supersedes all prior agreements, proposals, offers, counteroffers and understandings of the
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Parties, whether written or oral. The Agreement has been entered into after full investigation,
neither Party relying upon any statement or representation by the other unless such statement or
representation is specifically embodied in the Agreement.

21. EXHIBITS.

All exhibits referred to in and attached to this Agreement are incorporated in this Agreement
by such reference and shall be deemed to be a part of it as if they had been fully set forth in it.

22. EXECUTIVE ORDERS.

This Agreement is subject to the provisions of Executive Order No. Three of Governor
Thomas J. Meskill, promulgated June 16, 1971, concerning labor employment practices,
Executive Order No. Seventeen of Governor Thomas J. Meskill, promulgated February 15, 1973,
concerning the listing of employment openings and Executive Order No. Sixteen of Governor
John G. Rowland promulgated August 4, 1999, concerning violence in the workplace, all of
which are incorporated into and are made a part of the Agreement as if they had been fully set
forth in it. The Agreement may also be subject to Executive Order No. 7C of Governor M. Jodi
Rell, promulgated July 13, 2006, concerning contracting reforms and Executive Order No. 14 of
Governor M. Jodi Rell, promulgated April 17, 2006, concerning procurement of cleaning
products and services, in accordance with their respective terms and conditions. If Executive
Orders 7C and 14 are applicable, they are deemed to be incorporated into and are made a part of
the Agreement as if they had been fully set forth in it. At the Contractor’s request, the Client
COMPTROLLER or DAS shall provide a copy of these orders to the Contractor.

23. NON DISCRIMINATION AND AFFIRMATIVE ACTION PROVISIONS

(a) For purposes of this Section, the following terms are defined as follows:

(1) "Commission" means the Commission on Human Rights and
Opportunities;
(11) "Contract" and “contract” include any extension or modification of the

Contract or contract;

(ii1))  "Contractor" and “contractor” include any successors or assigns of the
Contractor or contractor;

(iv)  "Gender identity or expression" means a person's gender-related
identity, appearance or behavior, whether or not that gender-related
identity, appearance or behavior is different from that traditionally
associated with the person's physiology or assigned sex at birth, which
gender-related identity can be shown by providing evidence including,
but not limited to, medical history, care or treatment of the gender-
related identity, consistent and uniform assertion of the gender-related
identity or any other evidence that the gender-related identity is
sincerely held, part of a person's core identity or not being asserted for
an improper purpose.

(v) “good faith" means that degree of diligence which a reasonable person
would exercise in the performance of legal duties and obligations;
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(vi)  "good faith efforts" shall include, but not be limited to, those
reasonable initial efforts necessary to comply with statutory or
regulatory requirements and additional or substituted efforts when it is
determined that such initial efforts will not be sufficient to comply with
such requirements;

(vil)  "marital status" means being single, married as recognized by the state
of Connecticut, widowed, separated or divorced;

(viii) "mental disability" means one or more mental disorders, as defined in
the most recent edition of the American Psychiatric Association's
"Diagnostic and Statistical Manual of Mental Disorders", or a record of
or regarding a person as having one or more such disorders;

(ix)  "minority business enterprise" means any small contractor or supplier
of materials fifty-one percent or more of the capital stock, if any, or
assets of which is owned by a person or persons: (1) who are active in
the daily affairs of the enterprise, (2) who have the power to direct the
management and policies of the enterprise, and (3) who are members of
a minority, as such term is defined in subsection (a) of Connecticut
General Statutes § 32-9n; and

(x) "public works contract" means any agreement between any individual,
firm or corporation and the State or any political subdivision of the
State other than a municipality for construction, rehabilitation,
conversion, extension, demolition or repair of a public building,
highway or other changes or improvements in real property, or which is
financed in whole or in part by the State, including, but not limited to,
matching expenditures, grants, loans, insurance or guarantees.

For purposes of this Section, the terms "Contract" and “contract” do not include a
contract where each contractor is (1) a political subdivision of the state, including, but not
limited to, a municipality, (2) a quasi-public agency, as defined in Conn. Gen. Stat.
Section 1-120, (3) any other state, including but not limited to any federally recognized
Indian tribal governments, as defined in Conn. Gen. Stat. Section 1-267, (4) the federal
government, (5) a foreign government, or (6) an agency of a subdivision, agency, state or
government described in the immediately preceding enumerated items (1), (2), (3), (4) or

(5).

(b)(1) The Contractor agrees and warrants that in the performance of the Contract
such Contractor will not discriminate or permit discrimination against any person or
group of persons on the grounds of race, color, religious creed, age, marital status,
national origin, ancestry, sex, gender identity or expression, mental retardation, mental
disability or physical disability, including, but not limited to, blindness, unless it is shown
by such Contractor that such disability prevents performance of the work involved, in any
manner prohibited by the laws of the United States or of the State of Connecticut; and the
Contractor further agrees to take affirmative action to insure that applicants with job-
related qualifications are employed and that employees are treated when employed
without regard to their race, color, religious creed, age, marital status, national origin,
ancestry, sex, gender identity or expression, mental retardation, mental disability or

14



physical disability, including, but not limited to, blindness, unless it is shown by the
Contractor that such disability prevents performance of the work involved; (2) the
Contractor agrees, in all solicitations or advertisements for employees placed by or on
behalf of the Contractor, to state that it is an "affirmative action-equal opportunity
employer" in accordance with regulations adopted by the Commission; (3) the Contractor
agrees to provide each labor union or representative of workers with which the
Contractor has a collective bargaining Agreement or other contract or understanding and
each vendor with which the Contractor has a contract or understanding, a notice to be
provided by the Commission, advising the labor union or workers’ representative of the
Contractor's commitments under this section and to post copies of the notice in
conspicuous places available to employees and applicants for employment; (4) the
Contractor agrees to comply with each provision of this Section and Connecticut General
Statutes §§ 46a-68e and 46a-68f and with each regulation or relevant order issued by said
Commission pursuant to Connecticut General Statutes §§ 46a-56, 46a-68¢ and 46a-68f;
and (5)the Contractor agrees to provide the Commission on Human Rights and
Opportunities with such information requested by the Commission, and permit access to
pertinent books, records and accounts, concerning the employment practices and
procedures of the Contractor as relate to the provisions of this Section and Connecticut
General Statutes § 46a-56. If the contract is a public works contract, the Contractor
agrees and warrants that he will make good faith efforts to employ minority business
enterprises as subcontractors and suppliers of materials on such public works projects.

(c)Determination of the Contractor's good faith efforts shall include, but shall not
be limited to, the following factors: The Contractor's employment and subcontracting
policies, patterns and practices; affirmative advertising, recruitment and training;
technical assistance activities and such other reasonable activities or efforts as the
Commission may prescribe that are designed to ensure the participation of minority
business enterprises in public works projects.

(d)The Contractor shall develop and maintain adequate documentation, in a
manner prescribed by the Commission, of its good faith efforts.

(e) The Contractor shall include the provisions of subsection (b) of this Section in
every subcontract or purchase order entered into in order to fulfill any obligation of a
contract with the State and such provisions shall be binding on a subcontractor, vendor or
manufacturer unless exempted by regulations or orders of the Commission. The
Contractor shall take such action with respect to any such subcontract or purchase order
as the Commission may direct as a means of enforcing such provisions including
sanctions for noncompliance in accordance with Connecticut General Statutes §46a-56;
provided if such Contractor becomes involved in, or is threatened with, litigation with a
subcontractor or vendor as a result of such direction by the Commission, the Contractor
may request the State of Connecticut to enter into any such litigation or negotiation prior
thereto to protect the interests of the State and the State may so enter.
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(f) The Contractor agrees to comply with the regulations referred to in this Section
as they exist on the date of this Contract and as they may be adopted or amended from
time to time during the term of this Contract and any amendments thereto.

(g)(1) The Contractor agrees and warrants that in the performance of the Contract
such Contractor will not discriminate or permit discrimination against any person or
group of persons on the grounds of sexual orientation, in any manner prohibited by the
laws of the United States or the State of Connecticut, and that employees are treated
when employed without regard to their sexual orientation; (2) the Contractor agrees to
provide each labor union or representative of workers with which such Contractor has a
collective bargaining Agreement or other contract or understanding and each vendor with
which such Contractor has a contract or understanding, a notice to be provided by the
Commission on Human Rights and Opportunities advising the labor union or workers'
representative of the Contractor's commitments under this section, and to post copies of
the notice in conspicuous places available to employees and applicants for employment;
(3) the Contractor agrees to comply with each provision of this section and with each
regulation or relevant order issued by said Commission pursuant to Connecticut General
Statutes § 46a-56; and (4) the Contractor agrees to provide the Commission on Human
Rights and Opportunities with such information requested by the Commission, and
permit access to pertinent books, records and accounts, concerning the employment
practices and procedures of the Contractor which relate to the provisions of this Section
and Connecticut General Statutes § 46a-56.

(h) The Contractor shall include the provisions of the foregoing paragraph in every
subcontract or purchase order entered into in order to fulfill any obligation of a contract with the
State and such provisions shall be binding on a subcontractor, vendor or manufacturer unless
exempted by regulations or orders of the Commission. The Contractor shall take such action
with respect to any such subcontract or purchase order as the Commission may direct as a means
of enforcing such provisions including sanctions for noncompliance in accordance with
Connecticut General Statutes § 46a-56; provided, if such Contractor becomes involved in, or is
threatened with, litigation with a subcontractor or vendor as a result of such direction by the
Commission, the Contractor may request the State of Connecticut to enter into any such
litigation or negotiation prior thereto to protect the interests of the State and the State may so
enter.

24. ETHICS LAW SUMMARY.

Pursuant to the requirements of section 1-101qq of the Connecticut General Statutes, the
summary of State ethics laws developed by the Office of State Ethics pursuant to section 1-
81b of the Connecticut General Statutes is incorporated by reference into and made a part of this
Agreement as if the summary had been fully set forth in this Agreement.

25. CAMPAIGN CONTRIBUTION RESTRICTIONS.

Pursuant to the requirements of Connecticut General Statutes §9-612(g)(2), as amended by
P.A. 10-1, the authorized signatory to this Agreement expressly acknowledges receipt of the
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State Elections Enforcement Commission's (“SEEC”) notice advising State contractors of State
campaign contribution and solicitation prohibitions, and will inform its Contractor Parties of the
contents of the notice.

26. WORKERS’ COMPENSATION.

Contractor agrees to carry sufficient workers' compensation and liability insurance with a
company, or companies, licensed to do business in Connecticut, and furnish certificates if
required.

27. HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT.

(a) If the Contactor or Contractor Parties is a Business Associate under the requirements of
the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), the Contractor
or Contractor Parties must comply with all terms and conditions of this Section of the
Agreement. If the Contractor or Contractor Parties is not a Business Associate under HIPAA,
this Section of the Agreement does not apply to the Contractor or Contractor Parties for this
Agreement.

(b) The Contractor or Contractor Parties is required to safeguard the use, publication and
disclosure of information on all applicants for, and all clients who receive, services under the
Agreement in accordance with all federal and state law regarding confidentiality applicable
to Contractor or Contractor Parties, which includes but is not limited to HIPAA, more
specifically with the Privacy and Security Rules at 45 C.F.R. Part 160 and Part 164, subparts
A, C, and E; and

(c) The Client COMPTROLLER is a “covered entity” as that term is defined in 45 C.F.R. §
160.103; and

(d) The Contractor or Contractor Parties, on behalf of the Client COMPTROLLER, performs
functions that involve the use or disclosure of “individually identifiable health information,”
as that term is defined in 45 C.F.R. § 160.103; and

(e) The Contractor or Contractor Parties is a “business associate” of the Department, as that
term is defined in 45 C.F.R.§ 160.103; and

(f) The Contractor or Contractor Parties and the Client COMPTROLLER agree to the
following in order to secure compliance with the HIPAA, the requirements of Subtitle D of
the Health Information Technology for Economic and Clinical Health Act (the HITECH
Act), (Pub. L. 111-5, sections 13400 to 13423), and more specifically with the Privacy and
Security Rules at 45 C.F.R. Part 160 and Part 164, subparts A, C, and E.

(g) Definitions. For the purposes of this Section of the Agreement:

(1) “Breach” shall have the same meaning as the term is defined in section 13400 of
the HITECH Act (42 U.S.C. §17921(1)).

17



(2) “Business Associate” shall mean the Contractor or Contractor Parties.

(3) “Covered Entity” shall mean the Client COMPTROLLER.

(4) “Designated Record Set” shall have the same meaning as the term “designated
record set” in 45 C.F.R. § 164.501.

(5) “Electronic Health Record” shall have the same meaning as the term is defined in
section 13400 of the HITECH Act (42 U.S.C. §17921(5)).

(6) “Individual” shall have the same meaning as the term “individual™ in 45 C.F.R. §
160.103 and shall include a person who qualifies as a personal representative as
defined in 45 C.F.R. § 164.502(g).

(7) “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable
Health Information at 45 C.F.R. part 160 and part 164, subparts A and E.

(8) “Protected Health Information” or “PHI” shall have the same meaning as the term
“protected health information” in 45 C.F.R. § 160.103, limited to information
created or received by the Business Associate from or on behalf of the Covered
Entity.

(9) “Required by Law” shall have the same meaning as the term “required by law” in
45 C.F.R. § 164.103.

(10) “Secretary” shall mean the Secretary of the Department of Health and Human
Services or his designee.

(11) “More stringent” shall have the same meaning as the term “more stringent” in
45 C.F.R. § 160.202.

(12) “This Section of the Agreement” refers to the HIPAA Provisions stated herein,
in their entirety.

(13) “Security Incident” shall have the same meaning as the term “security incident”
in 45 C.F.R.§ 164.304.

(14) “Security Rule” shall mean the Security Standards for the Protection of
Electronic Protected Health Information at 45 C.F.R. part 160 and part 164,
subpart A and C.

(15) “Unsecured protected health information” shall have the same meaning as the
term as defined in § 13402(h)(1)(A) of HITECH. Act. (42 U.S.C.
§17932(h)(1)(A).

(h) Obligations and Activities of Business Associates.

(1) Business Associate agrees not to use or disclose PHI other than as permitted or required by
this Section of the Agreement, as directed by the Covered Entity, or as Required by Law.

(2) Business Associate agrees to use appropriate safeguards to prevent use or
disclosure of PHI other than as provided for in this Section of the Agreement.
(3) Business Associate agrees to use administrative, physical and technical
safeguards that reasonably and appropriately protect the confidentiality, integrity, and
availability of electronic protected health information that it creates, receives,
maintains, or transmits on behalf of the Covered Entity.
(4) Business Associate agrees to mitigate, to the extent practicable, any harmful
effect that is known to the Business Associate of a use or disclosure of PHI by
Business Associate in violation of this Section of the Agreement.
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(5) Business Associate agrees to report to Covered Entity any use or disclosure of
PHI in its possession not provided for by this Section of the Agreement or any
security incident of which it becomes aware provided that notice is hereby deemed
given for Unsuccessful Security Incidents and no further notice of such Unsuccessful
Security Incidents will be given. “Unsuccessful Security Incidents” include but are
not limited to firewall pings and other broadcast attacks, port scans, unsuccessful log-
on attempts, denial-of-service attacks, and any combination of the foregoing that do
not result in unauthorized access, acquisition, use or disclosure of PHI.

(6) Business Associate agrees to insure that any agent, including a subcontractor,
to whom it provides PHI received from, or created or received by Business Associate,
on behalf of the Covered Entity, agrees to the same restrictions and conditions that
apply through this Section of the Agreement to Business Associate with respect to
such information.

(7)  Business Associate agrees to provide access, at the request of the Covered
Entity, and in the time and manner agreed to by the parties, to PHI in a Designated
Record Set maintained by Business Associate, to Covered Entity or, as directed by
Covered Entity, to an Individual in order to meet the requirements under 45 C.F.R. §
164.524.

(8) Business Associate agrees to make any amendments to PHI in a Designated
Record Set maintained by Business Associate that the Covered Entity directs or
agrees to pursuant to 45 C.F.R. §164.526 at the request of the Covered Entity, and in
the time and manner agreed to by the parties.

(9) Business Associate agrees to make internal practices, books, and records,
including policies and procedures and PHI, relating to the use and disclosure of PHI
received from, or created or received by, Business Associate on behalf of Covered
Entity, available to the Secretary during normal business hours in a manner
reasonably designated by the Secretary, for purposes of the Secretary determining
Covered Entity’s compliance with the Privacy Rule. Upon reasonable advance written
notice to Business Associate that Covered Entity is subject to an investigation by the
Secretary regarding the Covered Entity’s compliance with the Privacy Rule, subject
to any applicable privileges and if permitted by law, Business Associate agrees to
make its internal practices, books and records relating to the use and disclosure of
PHI received from, or created or received by, Business Associate on behalf of
Covered Entity, available to the Covered Entity in a reasonable time and manner
agreed to by the parties during Business Associate’s normal business hours, for
purposes of the Secretary determining Covered Entity’s compliance with the Privacy
Rule.

(10) Business Associate agrees to document such disclosures of PHI and
information related to such disclosures as would be required for Covered Entity to
respond to a request by an Individual for an accounting of disclosures of PHI in
accordance with 45 C.F.R. § 164.528 and section 13405 of the HITECH Act (42
U.S.C. § 17935) and any regulations promulgated thereunder.

(11) Business Associate agrees to provide to Covered Entity, in a time and manner
agreed to by the parties, information collected in accordance with clause h. (10) of
this Section of the Agreement, to permit Covered Entity to respond to a request by an
Individual for an accounting of disclosures of PHI in accordance with 45 C.F.R. §
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164.528 and section 13405 of the HITECH Act (42 U.S.C. § 17935) and any
regulations promulgated thereunder. Business Associate agrees that at the Covered
Entity’s direction to provide an accounting of disclosures of PHI directly to an
individual in accordance with 45 C.F.R. § 164.528 and section 13405 of the HITECH
Act (42 U.S.C. § 17935) and any regulations promulgated thereunder.
(12) Business Associate agrees to comply with applicable Connecticut state law that
is more stringent than the Privacy Rule but only to the extent that the Privacy Rule
does not preempt the Connecticut law.
(13) Business Associate agrees to comply with the requirements of the HITECH
Act relating to privacy and security that are applicable to the Covered Entity pursuant
to the requirements of 45 C.F.R. sections 164.504(e), 164.308, 164.310, 164.312, and
164.316.
(14) In the event that an individual requests that the Business Associate (a) restrict
disclosures of PHI; (b) provide an accounting of disclosures of the individual’s PHI;
or (c) provide a copy of the individual’s PHI in an electronic health record, the
Business Associate agrees to notify the covered entity, in writing, within five
(5)business days of the request.
(15) Business Associate agrees that it shall not directly or indirectly receive any
remuneration in exchange for the sale of PHI as defined in 45 CFR §
164.502(a)(5)(i1)(B)of an individual without (1) the written approval of the covered
entity, unless receipt of remuneration in exchange for PHI is expressly authorized by
this Agreement and (2) the valid authorization of the individual, except for the
purposes provided under section 13405(d)(2) of the HITECH Act, (42 U.S.C. §
17935(d)(2)) and in any accompanying regulations.
(16) Obligations in the Event of a Breach
(A)The Business Associate agrees that, following the discovery of a breach of
unsecured protected health information, it shall notify the Covered Entity of such
breach in accordance with the requirements of section 13402 of HITECH (42
U.S.C. § 17932(b) and the provisions of this section of the Agreement.
(B) Such notification shall be provided by the Business Associate to the Covered
Entity without unreasonable delay, and in no case later than 30 days after the
breach is discovered by the Business Associate, except as otherwise instructed in
writing by a law enforcement official pursuant to section 13402 (g) of HITECH (42
U.S.C. § 17932(g)) . A breach is considered discovered as of the first day on which
it is, or reasonably should have been, known to the Business Associate. The
notification shall include the identification and last known address, phone number
and email address of each individual (or the next of kin of the individual if the
individual is deceased) to the extent such information is reasonably available to
Business Associate whose unsecured protected health information has been, or is
reasonably believed by the Business Associate to have been, accessed, acquired, or
disclosed in a manner not consistent with this Agreement and the Privacy Rule and
Security Rule during such breach.
(C) The Business Associate agrees to include in the notification to the Covered
Entity at least the following information:
1. A brief description of what happened, including the date of the breach and
the date of the discovery of the breach, if known.
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2. A description of the types of unsecured protected health information that
were involved in the breach (such as full name, Social Security number, date of
birth, home address, account number, or disability code).

4. A detailed description of what the Business Associate is doing to investigate
the breach, to mitigate losses, and to protect against any further breaches.

5. Whether a law enforcement official has advised either verbally or in writing
the Business Associate that he or she has determined that notification or notice
to individuals or the posting required under section 13402 of the HITECH Act
would impede a criminal investigation or cause damage to national security
and contact information for said official to the extent that Business Associate is
legally permitted to disclose such information.

(D)Business Associate agrees to provide appropriate staffing and have
established procedures to ensure that individuals informed by the Covered
Entity of a breach by the Business Associate have the opportunity to ask
questions and contact the Business Associate for additional information
regarding the breach. Costs of such contact procedures will be borne by the
Contractor or Contractor Parties.

(E) Business Associate agrees that, in the event of a breach caused by the
negligent actions of Business Associate and failure to comply with laws
applicable to it, it has the burden to demonstrate that it has complied with all
notifications requirements set forth above, including evidence demonstrating
the necessity of a delay in notification to the Covered Entity.

(1) Permitted Uses and Disclosure by Business Associate.

(1) General Use and Disclosure Provisions Except as otherwise limited in this Section of the
Agreement, Business Associate may use or disclose PHI to perform functions, activities, or
services for, or on behalf of, Covered Entity as specified in this Agreement, provided that
such use or disclosure would not violate the Privacy Rule if done by Covered Entity or the
minimum necessary policies and procedures of the Covered Entity.

(2) Specific Use and Disclosure Provisions.

(A)Except as otherwise limited in this Section of the Agreement, Business Associate
may use PHI for the proper management and administration of Business Associate or to
carry out the legal responsibilities of Business Associate.

(B) Except as otherwise limited in this Section of the Agreement, Business Associate
may disclose PHI for the proper management and administration of Business Associate,
provided that disclosures are Required by Law, or Business Associate obtains reasonable
assurances from the person to whom the information is disclosed that it will remain
confidential and used or further disclosed only as Required by Law or for the purpose for
which it was disclosed to the person, and the person notifies Business Associate of any
instances of which it is aware in which the confidentiality of the information has been
breached.

(C) Except as otherwise limited in this Section of the Agreement, Business Associate
may use PHI to provide Data Aggregation services to Covered Entity as permitted by 45
C.F.R. § 164.504(e)(2)(1)(B).
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(j) Obligations of Covered Entity.

(1) to obtain in writing any individual’s consent, authorization, and other permissions that
may be necessary or required by applicable laws in order to transfer or disclose the
PHI to Business Associate

(2) Covered Entity shall notify Business Associate of any limitations in its notice of privacy
practices of Covered Entity, in accordance with 45 C.F.R. § 164.520, or to the extent
that such limitation may affect Business Associate’s use or disclosure of PHI.

(3) Covered Entity shall notify Business Associate of any changes in, or revocation of,
permission by Individual to use or disclose PHI, to the extent that such changes may
affect Business Associate’s use or disclosure of PHI.

(4) Covered Entity shall notify Business Associate of any restriction to the use or disclosure
of PHI that Covered Entity has agreed to in accordance with 45 C.F.R.§ 164.522, to
the extent that such restriction may affect Business Associate’s use or disclosure of
PHI.

(k) Permissible Requests by Covered Entity.

Covered Entity shall not request Business Associate to use or disclose PHI in any manner
that would not be permissible under the Privacy Rule if done by the Covered Entity, except that
Business Associate may use and disclose PHI for data aggregation, and management and
administrative activities of Business Associate, as permitted under this Section of the Agreement.

(I) Term and Termination.

(1) Term. The Term of this Section of the Agreement shall be effective as of the date the
Agreement is effective and shall terminate when the information collected in accordance with
clause h. (10) of this Section of the Agreement is provided to the Covered Entity and all of the
PHI provided by Covered Entity to Business Associate, or created or received by Business
Associate on behalf of Covered Entity, is destroyed or returned to Covered Entity, or, if it is
infeasible to return or destroy PHI, protections are extended to such information, in accordance
with the termination provisions in this Section.

(2) Termination for Cause upon either Party’s (non-breaching party) knowledge of a
material breach by the other Party, the non-breaching Party shall either:

(A)Provide a thirty (30) day opportunity for the breaching Party to cure the breach and
terminate the Agreement if Business Associate does not cure the breach within the cure
period; or
(B) Immediately terminate the Agreement if a Party has breached a material term of this
Section of the Agreement and cure is not possible; or
(C) If neither termination nor cure is feasible, the non-breaching Party shall report the
violation to the Secretary as required under HIPAA.

(3) Effect of Termination.

(A)Except as provided in (I)(2) above, upon termination of this Agreement, for any
reason, Business Associate shall return or destroy all PHI received from Covered Entity,
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or created or received by Business Associate on behalf of Covered Entity. Business
Associate shall also provide the information collected in accordance with clause h. (10)
of this Section of the Agreement to the Covered Entity within ten business days of the
notice of termination. This provision shall apply to PHI that is in the possession of
subcontractors or agents of Business Associate. Except as set forth in Section 3(B)
below, Business Associate shall retain no copies of the PHI.

(B) In the event that Business Associate determines that returning or destroying the PHI
is infeasible, Business Associate shall provide to Covered Entity notification of the
conditions that make return or destruction infeasible. Upon documentation by Business
Associate that return of destruction of PHI is infeasible, Business Associate shall extend
the protections of this Section of the Agreement to such PHI and limit further uses and
disclosures of PHI to those purposes that make return or destruction infeasible, for as
long as Business Associate maintains such PHI. Infeasibility of the return or destruction
of PHI includes, but is not limited to, requirements under state or federal law that the
Business Associate maintains or preserves the PHI or copies thereof.

(m) Miscellaneous Provisions.

(1) Regulatory References. A reference in this Section of the Agreement to a section in the
Privacy Rule means the section as in effect or as amended.

(2) Amendment. The Parties agree to take such action and shall reasonably cooperate as is
necessary to amend this Section of the Agreement from time to time as is necessary for
Covered Entity to comply with requirements of the Privacy Rule and the Health Insurance
Portability and Accountability Act of 1996, Pub. L. No. 104-191provided, however, that if a
change represents a material Change in Services, the Parties will address it utilizing the
change control procedures set forth in Section 8§ of this Agreement.

(3) Survival. The respective rights and obligations of the Parties shall survive the
termination of this Agreement.

(4) Effect on Agreement. Except as specifically required to implement the purposes of this
Section of the Agreement, all other terms of the Agreement shall remain in force and effect.
(5) Construction. This Section of the Agreement shall be construed as broadly as necessary
to implement and comply with the Privacy Standard. Any ambiguity in this Section of the
Agreement shall be resolved in favor of a meaning that complies, and is consistent with, the
Privacy Standard.

(6) Indemnification. The Business Associate shall indemnify, defend and hold harmless the
Covered Entity for all civil penalties imposed on the Covered Entity by the Secretary or
equivalent State entity pursuant to HIPAA or HITECH and regulations promulgated
thereunder, in each case, to the extent that such civil penalties arise from the unauthorized
use or disclosure of PHI to the extent attributable to Business Associate.

28. WHISTLE BLOWING.
This Agreement may be subject to the provisions of Section 4-61dd of the Connecticut

General Statutes. In accordance with this statute, if an officer, employee or appointing authority
of the Contractor takes or threatens to take any personnel action against any employee of the
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Contractor in retaliation for such employee's disclosure of information to any employee of the
contracting state or quasi-public Comptroller or the Auditors of Public Accounts or the Attorney
General under the provisions of subsection (a) of such statute, the Contractor shall be liable for a
civil penalty of not more than five thousand dollars for each offense, up to a maximum of twenty
per cent of the value of this Agreement. Each violation shall be a separate and distinct offense
and in the case of a continuing violation, each calendar day's continuance of the violation shall
be deemed to be a separate and distinct offense. The State may request that the Attorney General
bring a civil action in the Superior Court for the Judicial District of Hartford to seek imposition
and recovery of such civil penalty. In accordance with subsection (f) of such statute, each large
state contractor, as defined in the statute, shall post a notice of the provisions of the statute
relating to large state contractors in a conspicuous place which is readily available for viewing
by the employees of the Contractor.

29. NOTICE.

All notices, demands, requests, consents, approvals or other communications required or
permitted to be given or which are given with respect to this Agreement (for the purpose of this
section collectively called “Notices”) shall be deemed to have been effected at such time as the
notice is placed in the U.S. mail, first class and postage prepaid, return receipt requested, or,
placed with a recognized, overnight express delivery service that provides for a return receipt.
All such Notices shall be in writing with a copy of the same faxed or emailed to the receiving
Party’s Project Manager, and shall be addressed as follows:

If to the Comptroller:

State of Connecticut, Office of the State Comptroller
55 Elm Street

Hartford, CT 06106-1775

Attention:

If to the Contractor:

[CONTRACTOR]
[ADDRESS]
[Attention: ]

30. INSURANCE.

Before commencing performance of Services, the Contractor shall maintain at its own cost
and expense for the Term of the Agreement, the following insurance as described in this section.
Contractor shall assume any and all deductibles in the described insurance policies. Any failure
to comply with the claim reporting provisions of the policy shall not affect coverage provided to
the State.

A. Commercial General Liability: $1,000,000 combined single limit per occurrence for
bodily injury, personal injury and property damage. Coverage shall include Premises and
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Operations, Independent Contractors, Products and Completed Operations, Contractual
Liability and Broad Form Property Damage coverage. If a general aggregate is used, the
general aggregate limit shall apply separately to the work covered by this Agreement or
the general aggregate limit shall be twice the occurrence limit.

. Automobile Liability: $1,000,000 combined single limit per accident for bodily injury.
Coverage extends to owned, hired and non-owned automobiles. If the Contractor does
not own an automobile, but one is used in the performance of the Services, then only
hired and non-owned coverage is required. If a vehicle is not used in the performance of
the Services, then automobile coverage is not required.

. Workers’ Compensation and Employers Liability: Statutory coverage in compliance with
the Compensation laws of the State of Connecticut. Coverage shall include Employer’s
Liability with minimum limits of $100,000 each accident, $500,000 Disease—Policy limit,
$100,000 each employee.

. Professional Liability: The Contractor shall secure and maintain, at no cost or expense to
the State, a professional liability insurance policy in a form acceptable to the Comptroller
in the minimum amount of ten million dollars ($10,000,000.00) with a deductible not to
exceed fifty thousand dollars ($50,000.00). The policy shall insure the Contractor against
damages and costs resulting from negligent acts, errors or omissions in the work
performed by the Contractor on and after the effective date of, and under the terms of,
this Agreement. The Contractor may, at its election, obtain a policy containing a
maximum of fifty thousand dollars ($50,000.00) deductible clause, but if so, the
Contractor shall be liable, as stated above herein, to the extent of the deductible amount.

. Contractor agrees to furnish to the State a “Certificate of Insurance” in conjunction with
all insurance required by this Agreement, fully executed by an insurance company or
companies or insurance broker, for the insurance policies required herein, which policies
or policy shall be in accordance with the terms of said Certificate of Insurance.

31. HEADINGS.

The headings given to the sections in the Agreement are inserted only for convenience and
are in no way to be construed as part of the Agreement or as a limitation of the scope of the
particular section to which the heading refers.

32. NUMBER AND GENDER.

Whenever the context so requires, the plural or singular shall include each other and the use
of any gender shall include all genders.

33. FURTHER ASSURANCES.

The Parties shall provide such information, execute and deliver instruments and documents
and take such other actions, all as may be required by law or reasonably requested by the other
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Party which are not inconsistent with the provisions of this Agreement and which do not involve
the vesting of rights or assumption of obligations other than those provided for in the Agreement,
in order to give full effect to the Agreement and to carry out the intent of the Agreement.

34. AUDIT AND INSPECTION OF PLANTS, PLACES OF BUSINESS AND RECORDS.

A.

The State and its agents, including, but not limited to, the Connecticut Auditors of Public
Accounts, Attorney General and State’s Attorney and their respective agents, may, during
normal business hours and subject to Contractor’s standard security protocols, inspect
and examine all of the parts of the Contractor’s and Contractor Parties’ plants and places
of business which are used in the performance of this Agreement. In no event shall any
audit permitted under this Agreement be conducted by a Contractor competitor.

The Contractor shall maintain, and shall require each of its Approved Subcontractors to
maintain, accurate and complete Contractor Records in accordance with generally
accepted accounting principles. The Contractor shall make, and require its Approved
Subcontractors to make, those records required to support invoiced amounts and verify
compliance with the terms of this Agreement (“Contractor Records™), available during
normal business hours for audit and inspection by the State and its agents.

The State shall make all requests for any audit or inspection in writing and shall provide
the Contractor with at least forty-eight (48) hours’ notice prior to the requested audit and
inspection date. If the State suspects fraud or other abuse, or in the event of an
emergency, the State is not obligated to provide any prior notice.

All audits and inspections shall be at the State’s expense.

The Contractor shall keep and preserve or cause to be kept and preserved all of its and
Contractor Records until three (3) years after the latter of (i) final payment under this
Agreement, or (i1) the expiration or earlier termination of this Agreement, as the same
may be modified for any reason. The State may request an audit or inspection in
accordance with the terms of this Agreement at any time during this period. If any Claim
or audit is started before the expiration of this period, the Contractor shall retain or cause
to be retained all Contractor Records until all Claims or audit findings have been
resolved. Contractor Records shall be and remain Contractor Proprietary Information.

The Contractor shall exercise commercially reasonable efforts to cooperate fully with the
State and its agents in connection with an audit or inspection. Following any audit or
inspection, the State may conduct and the Contractor shall exercise commercially
reasonable efforts to cooperate with an exit conference.

The Contractor shall incorporate this entire Section verbatim into any contract or other
agreement that it enters into expressly for purposes of providing Services under this
Agreement, with any Contractor Party.

35. CONTINUED PERFORMANCE.
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If reasonably practical, both Parties shall continue to perform their obligations under the
Agreement while any dispute concerning the Agreement is being resolved.

36. SEVERABILITY.

If any term or provision of the Agreement or its application to any person, entity or
circumstance shall, to any extent, be held to be invalid or unenforceable, the remainder of the
Agreement or the application of such term or provision shall not be affected as to persons,
entities or circumstances other than those as to whom or to which it is held to be invalid or
unenforceable. Each remaining term and provision of the Agreement shall be valid and enforced
to the fullest extent possible by law.

37. PROPRIETARY INFORMATION.

A. In connection with the Services provided under this Agreement, the Comptroller and the
Contractor each may be given access to information that relates to the other Party’s past,
present and future research, development, business activities, products, services, and
technical knowledge (hereinafter “Proprietary Information”). Notwithstanding the
foregoing, the term “Proprietary Information” will not include any information that
identifies or directly relates to natural persons (“Personal Data”), and the terms of this
Section and other provisions of this Agreement generally applicable to Proprietary
Information will not be deemed to apply to Personal Data unless specifically stated
otherwise.

B. Each Party’s Proprietary Information will remain the confidential information of that
Party except as otherwise expressly provided in this Agreement. The Parties agree that
they shall each protect the Proprietary Information of the other Party in the same manner
as it protects its own Proprietary Information of like kind but with not less than
reasonable care. Proprietary Information shall include, but is not limited to, all
information clearly marked as “Proprietary” or in such other manner which gives notice
of its proprietary or confidential nature, or is identified as such at the time it is disclosed
(either orally or in writing), or contains information that a reasonable person in like
circumstance would understand to be confidential.

C. Each Party may disclose relevant aspects of the other Party’s Proprietary Information to
its employees, Affiliates, Approved Subcontractors and agents to the extent such
disclosure is reasonably necessary for the performance of its obligations, or the
enforcement of its rights, under this Agreement; provided, however, that such Party will
be responsible for its employees, Affiliates, Approved Subcontractors or agents’
compliance with these confidentiality provisions.

D. Neither Party will (i) make or use any copies of the Proprietary Information of the other
except as contemplated by this Agreement; or (ii) acquire any right in or assert any lien
against the Proprietary Information of the other; or (iii) sell, assign, lease or otherwise
commercially exploit the Proprietary Information of the other Party. Neither Party may
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withhold the Proprietary Information of the other Party or refuse for any reason
(including due to the other Party’s actual or alleged breach of this Agreement) to
promptly return to the other Party its Proprietary Information (including copies thereof) if
requested to do so. Upon expiration or termination of this Agreement and completion of
a Party’s obligations under this Agreement, each Party will, at the request of the other
Party, (and except as otherwise provided in this Agreement) return or destroy, as the
other Party may direct, all documentation in any medium that contains or refers to the
other Party’s Proprietary Information, and retain no copies. Subject to the foregoing
confidentiality obligations, either Party may retain copies of the Proprietary Information
of the other Party to the extent required for (i) in the case of Accenture, compliance with
applicable professional standards or quality assurance purposes and (ii) in the case of the
COMPTROLLER, as required to give effect to any licensing rights of Accenture
Intellectual Property as set forth herein.

E. Proprietary Information shall not include information which:
(1) is or becomes a part of the public domain through no act or omission of the
receiving Party;

(i1) was in the receiving Party's lawful possession prior to the disclosure and had not
been obtained by the receiving Party either directly or indirectly from the
disclosing Party;

(ii1)is (to the receiving Party’s knowledge) lawfully disclosed by a third party without
restriction on disclosure;

(iv)is independently developed by the receiving Party;

(v) is disclosed by operation of law, or is required to be disclosed by law, rule or
regulation, subpoena, summons, or order of a court of competent jurisdiction, or
by a regulatory oversight agency, pursuant to the following: if the receiving Party
receives a subpoena or other validly issued administrative or judicial process
requesting Proprietary Information of the disclosing Party, it will promptly notify
the disclosing Party of such receipt and tender to the disclosing Party the defense
of such subpoena or process. If requested by the disclosing party, the receiving
Party will reasonably cooperate (at the expense of the disclosing Party) in
opposing such subpoena or process. Unless the subpoena or process is timely
limited, quashed or extended, the receiving Party will then be entitled to comply
with such request to the extent permitted by law; or,

(vi) is Personal Data, which is separately defined and addressed in Section 51 below
and other provisions of this Agreement generally applicable to Proprietary

Information shall not be deemed to apply to include Personal Data.

F. Nothing contained in this Section will be construed as obligating a Party to disclose its
Proprietary Information to the other Party, or as granting to or conferring on a Party,
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expressly or impliedly, any rights or license to the Proprietary Information of the other
Party.

38. FREEDOM OF INFORMATION.

The Comptroller will afford due regard to the Contractor’s request for the protection of
proprietary or confidential information which the Comptroller receives. However, all
materials associated with the Agreement are subject to the terms of the Connecticut
Freedom of Information Act (“FOIA”) and all corresponding rules, regulations and
interpretations. If a FOIA request is made for materials or information that is Proprietary
Information Comptroller will provide the Contractor with an opportunity to provide a
written rationale in accordance with FOIA as to why the requested information should
not be furnished pursuant to FOIA. In making such a request, the Contractor may not
merely state generally that the materials are proprietary or confidential in nature and not,
therefore, subject to release to third parties. Those particular sentences, paragraphs, pages
or sections that the vendor believes are exempt from disclosure under the FOIA must be
specifically identified as such. Convincing explanation and rationale sufficient to justify
each exemption consistent with the FOIA must accompany the request. The rationale and
explanation must be stated in terms of the prospective harm to the competitive position of
the Contractor that would result if the identified material were to be released and the
reasons why the materials are legally exempt from release pursuant to the FOIA.
Comptroller agrees to furnish only that portion of the Proprietary Information that
Comptroller is legally required to furnish. To the extent that any other provision or part of
the Agreement, conflicts or is in any way inconsistent with this section, this section
controls and shall apply and the conflicting provision or part shall not be given effect. If
the Contractor indicates that certain documentation is submitted in confidence, by
specifically and clearly marking said documentation as “CONFIDENTIAL,” the
Comptroller will endeavor to keep said information confidential to the extent permitted
by law. The Comptroller, however, has no obligation to initiate, prosecute or defend any
legal proceeding or to seek a protective order or other similar relief to prevent disclosure
of any information that is sought pursuant to a FOIA request. The Contractor shall have
the burden of establishing the availability of any FOIA exemption in any proceeding
where it is an issue. In no event shall the Comptroller or the State have any liability for
the disclosure of any documents or information in its possession which the Comptroller
reasonably believes are required to be disclosed pursuant to the FOIA or other
requirements of law.

39. PERSONAL DATA.

A. Each Party will exercise commercially reasonable efforts not to disclose any Personal
Data to the other Party and to restrict the other Party’s access to its Personal Data, but if a
Party is given access to the other Party’s Personal Data, the receiving Party will protect
such Personal Data using a reasonable standard of care. If Contractor requires access to
Personal Data in connection with this Agreement or any amendments thereto, the
Comptroller shall expressly identify the type of files and data which shall comprise
Personal Data and which shall be accessed and/or processed by Contractor under this
Agreement, and the means and circumstances by which it will be accessed or processed.
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The Comptroller shall use commercially reasonable efforts to restrict Contractor’s access
to Personal Data to that described in this Agreement. In addition to the restrictions on
use of Personal Data expressly provided for herein, the State and Comptroller alone will
determine the purposes for which and the manner in which all Personal Data processed
by Contractor will be processed under any applicable data privacy laws and regulations in
connection with this Agreement.

B. Contractor is a data processor on behalf of the State under this Agreement. In that
capacity, Contractor will:

(i) process State Personal Data only on written instructions of the State and to the
extent reasonably necessary for the performance of this Agreement;

(i1) not disclose State Personal Data to any person except as required or permitted by
this Agreement or with the State’s prior written consent; and

(ii1) implement commercially reasonable technical and organizational measures,
including any additional measures specified by the State in advance and in
writing, to protect State Personal Data against accidental or unlawful destruction
or accidental loss, alteration, unauthorized disclosure or access, and against all
other unlawful forms of processing. The State will be responsible for the
sufficiency of such policies and safeguards. However, to the extent such
additional technical and organizational measures have not been established by the
State, Contractor will maintain safeguards no less rigorous than those maintained
by Contractor for its own similar personal data.

C. Contractor may retain archival copies of State Personal Data, upon approval by the
Comptroller, to the extent reasonably necessary to verify Contractor’s compliance with
this Agreement. Contractor will identify such data to the Comptroller at the time such
archival copies are established.

D. Contractor may, as a result of this Agreement and its dealings with the Comptroller, come
to possess Personal Data in relation to the Comptroller and the Comptroller’s employees,
directors, officers and other representatives. Contractor may receive such data from such
persons, the Comptroller, or from other sources (for example, published or publicly
available directories); and some limited data may be recorded indirectly by internal
security and communication systems or by other means (for example, visitor logs
maintained by security officials at Contractor’s offices). Subject to compliance with the
applicable data protection and data privacy legislation, Contractor may use and disclose
such data for purposes connected with this Agreement and for the relevant purposes
specified in the Accenture Data Privacy Policy (a copy of which is available on request)
provided such policy is in compliance with applicable data privacy laws and the scope of
such processing is directly related to the provision of services to the State or Accenture’s
dealings with the State or Accenture’s internal business purposes. In particular,
Accenture may for these purposes transfer such data to other Accenture entities around
the world in compliance with the applicable data protection and data privacy legislation.
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40. INTERPRETATION.

The Agreement contains numerous references to statutes and regulations. For purposes of
interpretation, conflict resolution and otherwise, the content of those statutes and regulations
shall govern over the content of the reference in the Agreement to those statutes and regulations.

41. CONFIDENTIAL INFORMATION; PROTECTION; BREACH.

A. “Confidential Information” shall mean any name, number or other information that
may be used, alone or in conjunction with any other information, to identify a specific
individual including, but not limited to, such individual's name, date of birth, mother's
maiden name, motor vehicle operator's license number, Social Security number,
employee identification number, employer or taxpayer identification number, alien
registration number, government passport number, health insurance identification
number, demand deposit account number, savings account number, credit card number,
debit card number or unique biometric data such as fingerprint, voice print, retina or iris
image, or other unique physical representation. Without limiting the foregoing,
Confidential Information shall also include any information that the Board classifies as
“confidential” or “restricted.” Confidential Information shall not include information that
may be lawfully obtained from publicly available sources or from federal, state, or local
government records which are lawfully made available to the general public.

B. “Confidential Information Breach” shall mean an instance where an unauthorized
person or entity accesses Confidential Information in any manner, including but not
limited to the following occurrences: (1) any Confidential Information that is not
encrypted or protected is misplaced, lost, stolen or in any way compromised; (2) one or
more third parties have had access to or taken control or possession of any Confidential
Information that is not encrypted or protected without prior written authorization from the
State; (3) the unauthorized acquisition of encrypted or protected Confidential Information
together with the confidential process or key that is capable of compromising the
integrity of the Confidential Information; or (4) if there is a substantial risk of identity
theft or fraud to the client, the Contractor, the Board or State.

C. Contractor and Contractor Parties, at their own expense, have a duty to and shall protect
from a Confidential Information Breach any and all Confidential Information which they
come to possess or control, wherever and however stored or maintained, in a
commercially reasonable manner in accordance with current industry standards.

D. Each Contractor or Contractor Party shall implement and maintain a comprehensive data
security program for the protection of Confidential Information. The safeguards
contained in such program shall be consistent with and comply with the safeguards for
protection of Confidential Information, and information of a similar character, as set forth
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in all applicable federal and state law and written policy of the Board or State concerning
the confidentiality of Confidential Information. Such data-security program shall include,
but not be limited to, the following:

(1) A security policy for employees related to the storage, access and transportation
of data containing Confidential Information;

(i1) Reasonable restrictions on access to records containing Confidential Information,
including access to any locked storage where such records are kept;

(111)A process for reviewing policies and security measures at least annually;

(iv)Creating secure access controls to Confidential Information, including but not
limited to passwords; and

(v) Encrypting of Confidential Information that is stored on laptops, portable devices
or being transmitted electronically.

E. The Contractor and Contractor Parties shall notify the Department and the Connecticut Office
of the Attorney General as soon as practical, but no later than twenty-four (24) hours, after
they become aware of or suspect that any Confidential Information which Contractor or
Contractor Parties possess or control has been subject to a Confidential Information Breach.

F. If a Confidential Information Breach has occurred, the Contractor shall, within three (3)
business days after the notification, present a credit monitoring and protection plan to the
Connecticut Commissioner of Administrative Services, the Board and the Connecticut Office
of the Attorney General, for review and approval.

(1) Such credit monitoring or protection plan shall be made available by the Contractor at
its own cost and expense to all individuals affected by the Confidential Information
Breach.

(i1) Such credit monitoring or protection plan shall include, but is not limited to
reimbursement for the cost of placing and lifting one (1) security freeze per credit file
pursuant to Connecticut General Statutes § 36a-701a.

(ii1)Such credit monitoring or protection plans shall be approved by the State in
accordance with this Section and shall cover a length of time commensurate with the

circumstances of the Confidential Information Breach.

G. The Contractors’ costs and expenses for the credit monitoring and protection plan shall not be
recoverable from the Board, any State of Connecticut entity or any affected individuals.
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H. The Contractor shall incorporate the requirements of this Section in all subcontracts
requiring each Contractor Party to safeguard Confidential Information in the same
manner as provided for in this Section.

42. SOVEREIGN IMMUNITY.

The Parties acknowledge and agree that nothing in the RFP or the Agreement shall be
construed as a modification, compromise or waiver by the State of any rights or defenses of any
immunities provided by Federal law or the laws of the State of Connecticut to the State or any of
its officers and employees, which they may have had, now have or will have with respect to all
matters arising out of the Agreement. To the extent that this section conflicts with any other
section, this section shall govern.

43. NON-SOLICITATION.

Contractor and the Comptroller agree that neither Party shall directly or indirectly solicit for
employment any employee of the other Party. This clause shall remain in effect during the term
of this Agreement and for a period of one year after the Term of this Agreement, unless prior
written consent of the other Party is first obtained. Notwithstanding the foregoing, this Section
will not apply to employees who independently respond to indirect solicitations (i.e., general
newspaper advertisements and internet postings).

[THE REMAINDER OF THIS PAGE INTENTIONALLY LEFT BLANK]
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IN WITNESS WHEREOF, the Parties have executed this Agreement by their duly authorized
representatives with full knowledge of and agreement with its terms and conditions.

[CONTRACTOR]

Name:
Title:
Date:

Approved as to form:

State of Connecticut
Attorney General’s Office
Date:

STATE OF CONNECTICUT
OFFICE OF THE STATE COMPTROLLER

By:

Name: Kevin Lembo
Title: Comptroller
Date:
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